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ORDFÖRANDE HAR ORDET 
. 

 

Det har varit ett både intensivt och spännande år för Dietisternas Riksförbund (DRF) under 2023. 

 

Den största omställningen för DRF har varit övertagandet av vår egen medlemsadministration från 

Naturvetarna, vilket medfört medlemmar ej längre behöver vara medlem i Naturvetarna för att vara medlem 

i DRF, men också att vi själva nu administrerar över medlemsregister, betalning av medlemsavgifter och 

utskick av nyhetsbrev. Det har varit en omställning som tagit tid både för styrelsen och för våra medlemmar 

att vänja sig vid och initialt avstod eller missade också en del medlemmar från att betala sin medlemsavgift. 

Vi har även haft vissa problem med vårt medlemssystem. Införandet av autogiro under året och införande 

av kvartalsbetalning inför 2024 hoppas vi dock ska underlätta så mycket som möjligt för våra medlemmar. 

DRF valde också att höja medlemsavgiften för ordinarie medlemmar i mitten av 2023, från 60 kr per månad 

till 70 kr. Detta för att täcka upp för de extra kostnader som medlemsadministrationen innebär, vilka 

Naturvetarna tidigare stod för. 

 

Vid årsmötet i mars utsågs Ylva Orrevall till Årets Dietist 2023 och blev därmed den första dietisten att ha 

blivit utsedd två gånger. Ett tydligt bevis på Ylvas långa och betydelsefulla dietistkarriär som även har haft 

stor betydelse för dietistyrket i stort. 

 

DRF har debatterat flitigt under året och närvarade bland annat vid Vårdarenan i Stockholm i april, där vi 

deltog både i panelsamtal om Tidö-avtalet och i rundabordssamtal om hälso- och sjukvårdens 

klimatpåverkan och samverkan för bättre folkhälsa. Vi har under året även medverkat i dialogmöten och 

publicerat ett stort antal debattartiklar, om alltifrån undernäring i äldreomsorgen och behovet av fler 

kommundietister, till behovet av en statligt reglerad specialisering, rätten till vård på lika villkor och 

samhällets ansvar för att förebygga obesitas, för att nämna några. 

 

En stor nyhet under året var publiceringen av nya nordiska näringsrekommendationerna (NNR 2023) under 

juni månad och DRF har varit aktiva i att på flera sätt uppmärksamma och sprida information om NNR 

2023 till våra medlemmar. Under hösten och början av vintern anordnades tre separata webbinarier, med 

fokus på tre olika målgrupper, och DRF utarbetade också en infografik för att sammanfatta de största 

nyheterna i NNR 2023. 

 

På tal om webbinarier så har de mycket omtyckta ”Lunch med DRF” fortsatt även under 2023 och DRF 

anordnade en välbesökt professionsdag i mars på temat ”Dietistens breda kompetens”. 

 

Vid EFADs ordförandemöte i samband med 2023 års EFAD kongress i Budapest så beslutades att nästa 

kongress, 2025, kommer att förläggas till Malmö. Detta blir första gången som EFADs kongress arrangeras 

i Sverige, något vi ser mycket fram emot! 

 

Slutligen vill jag passa på att lyfta våra medlemmars enorma engagemang. Inte minst vår styrelse och våra 

sektioner, nämnder, arbetsgrupper och projektgrupp som gör ett fantastiskt arbete med stor betydelse för 

våra medlemmar och för alla dietister runtom i Sverige! 

 

Det är en ynnest att vara ordförande i DRF och jag ser fram emot att få fortsätta vårt fantastiska arbete 

under 2024!  

 

 

Kjell Olsson 
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FÖRVALTNINGSBERÄTTELSE 

Styrelsen för Dietisternas Riksförbund avger härmed verksamhetsberättelse för 

verksamhetsåret 2023-01-01 - 2023-12-31 

 

INFORMATION OM DRF 
Dietisternas Riksförbund (DRF) bildades år 1977 och är en medlemsfinansierad 

professionsförening för legitimerade dietister och dietiststudenter. Majoriteten av 

Sveriges yrkesverksamma legitimerade dietister är medlemmar i DRF.  

 

DRF:s vision “Hållbar Nutrition för hälsa genom hela livet” handlar om alla människors 

rätt att tillgodose sitt energi- och näringsbehov – för god hälsa och livskvalitet, samt för 

att förebygga, behandla eller lindra sjukdom. Visionen tar samtidigt hänsyn till en hållbar 

utveckling för miljö, klimat och ekonomi. God nutrition och hälsa är en rättighet, oavsett 

vem man är eller var man bor. 

 

Inom DRF finns tre strategiska områden som stöd i utvecklingen mot visionen: bristen på 

dietister, kompetensutveckling samt effekten och betydelsen av hälsosamma och hållbara 

matvanor – effekt och nytta av dietistens arbete. 
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DRF:S ORGANISATION 
 

DRF:s medlemmar är centrala i organisationen. Utöver det består DRF av följande 

funktioner (se även figur 1, organisationsstruktur). 

 

Årsmötet. DRF:s högsta beslutande organ är årsmötet. 

Styrelsen. Styrelsen består av ordförande, vice ordförande, kassör, sekreterare, tre 

ledamöter och två studeranderepresentanter och de utgör tillsammans ledningen av DRF:s 

verksamhet. 

Revisorer. DRF:s förvaltning och räkenskaper granskas av två interna revisorer. Två 

revisorer och en suppleant väljs av årsmötet. För räkenskaper gällande aktiviteter 

finansierade med statliga projektmedel anlitas en auktoriserad revisor. 

Valberedning. Årsmötets val av nya förtroendevalda ska förberedas av valberedningen. 

Valberedningen består av 5 ledamöter, varav en är sammankallande. Valberedningen 

väljs vid årsmötet. 

Ansvars och förtroendenämnd. Ansvars- och förtroendenämnden väljs av årsmötet 

och består av två personer. 

Stipendienämnd. DRF:s stipendienämnd väljs av årsmötet och utgörs av tre dietister 

inklusive årets dietist. De ansvarar för annonsering och tilldelning av stipendier inom 

DRF. 

Specialistbedömarnämnden. Specialistbedömmarnämndens medlemmar förankras av 

årsmötet och ansvarar för ansökningar och examination av specialister enligt DRF:s 

specialistordning. 

Professionsrådet. Professionsrådet är ett rådgivande organ till styrelsen och består av 

representanter från sektioner, arbetsgrupper, lokalföreningar. 

Sektioner. DRF organiserar medlemmar inom specifika ämnesområden, så kallade 

sektioner. Varje sektion har en styrelse eller ledningsgrupp. 

Arbetsgrupper. Inom DRF finns organisationsövergripande arbetsgrupper: 

Arbetsgruppen för terminologi och etisk kodex, konsistensgruppen, Superusernätverk för 

implementering av NCPT samt Mentorprogrammet.  

Lokalföreningar. För att organisera medlemmar inom ett visst geografiskt område finns 

lokalföreningar. 

Projektgrupper. Under 2023 har DRF levnadsvaneprojekt genomfört följande 

aktiviteter: “kunskapsspridning om nationella riktlinjer för prevention och behandling vid 

ohälsosamma levnadsvanor”, “Barn och unga - hälsosamma matvanor och fysisk 

aktivitet”, “Hälsosamma och hållbara matvanor för personer över 65 år” samt 

“Hälsosamma och hållbara matvanor för gravida och nyblivna föräldrar”. 
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Figur 1. DRF:s organisationsstruktur 
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VERKSAMHET 
MEDLEMMAR 

      

Tabell 1: Antal medlemmar i Dietisternas Riksförbund år 2020–2023 

     

 2020-12-31 2021-12-31 2022-12-31 2023-12-31 
Antal medlemmar 1294 1299 1293 1244 
Yrkesarbetande 1160 1147 1157 1177 
Studerande* 87 110 103 48 
Pensionär* 22 19 18 19 
Arbetssökande** 25 23 15  

*Specifikationen visas eftersom studenter och pensionärer har lägre avgift.  

**I Naturvetarnas medlemsstatistik fanns kategori arbetssökande, den finns inte i DRFs nya medlemssystem, och redovisas därför 

     inte 2023. 

 

MEDLEMSREKRYTERING 
Medlemsrekrytering är en prioriterad aktivitet för föreningen och under 2023 har fortsatt 

fokus varit på att rekrytera studenter. Under 2023 tog styrelsen beslut om att låta 

studentmedlemmar delta på DRFs kongress 2024 kostnadsfritt, under förutsättning att de 

var medlemmar i DRF. DRF har varit närvarande vid dietistutbildningarna, för att 

informera om DRFs verksamhet.  

.
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STYRELSEN 
Sedan årsmötet 22:e mars 2023 har styrelsen haft följande sammansättning och 

konstitution: 

Kjell Olsson, ordförande 

Anna Jörnvi, vice ordförande 

Clara Svensson, kassör 

Anne-Li Bjärneryd, sekreterare 

Amanda Weimar, ledamot 

Rebecka Bereczky, ledamot 

Sophie Rodebjer Cairns, ledamot 

Matilda Fyrqvist, studeranderepresentant, ordinarie 

Lotta Gustavsson, studeranderepresentant, suppleant 

 

Under verksamhetsåret har styrelsen fortsatt med digitala möten i stor utsträckning. Totalt 

har styrelsen haft 18 styrelsemöten varav 16 kortare digitala möten á ca 2 timmar och 2 

fysiska heldagsmöten. 

 

 
 

Styrelsen. Amanda Weimar, Anna Jörnvi, Anne-Li Bjärneryd, Clara Svensson, Kjell Olsson, Lotta Gustavsson, Matilda 

Fyrqvist, Rebecka Bereczky, Sophie Rodebjer Cairns. 
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VISIONS- OCH STRATEGIARBETE 
 

DRF:s vision “Hållbar nutrition för hälsa genom hela livet” antogs av årsmötet 2018. 

Visionen visar riktningen för det strategiska arbetet mot 2025, där dietister och nutrition 

har en självklar plats i utvecklingen mot en hållbar och jämlik hälsa i befolkningen. 

Inom DRF finns tre övergripande strategiska områden: 

Brist på dietister och brist på tjänster för dietister. Målområdet handlar om att det ska vara en 

jämlik tillgång till dietister över hela landet på alla vårdnivåer. 

Kompetensutveckling och karriär för dietister. Här finns några olika fokusområden; a) 

utveckla möjligheterna för sektioner, arbetsgrupper, nätverk och projekt inom DRF att 

bidra till kompetensutveckling inom respektive område, b) att tillsammans med 

dietistutbildningarna verka för att fler dietister har en högre akademisk nivå, c) att verka 

för att fler dietister blir specialister enligt DRF specialistordning och att 

specialistordningen inkluderas i kompetensstege/karriärutveckling för dietister. 

Betydelsen av hälsosamma och hållbara matvanor samt effekt och nytta av dietistens 

arbete. Nutrition berör flertalet målområden i Agenda 2030 samt i Barnkonventionen. 

Målområdet handlar om att lyfta och tydliggöra innebörden av hållbar nutrition och på 

vilket sätt dietister kan bidra till en god och jämlik hälsa, tex genom stöd till dietister, 

samverkan med patientorganisationer och myndigheter, ta fram opinionsmaterial och att 

vara synlig i media/social media. Det handlar också om att verka för att nutrition 

inkluderas i nationella remissvar, kunskapsstyrning, kvalitetsregister, patientsäkerhet 

samt inom e-hälsoområdet.  

 

I den strategiska planen beskrivs tre olika områden; var vi står nu, vart vi ska och hur vi 

kommer framåt. Planen återfinns på DRF: s medlemssida (hemsida med inloggning). 
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Studeranderepresentanter 
Dietiststudenterna Matilda Fyrqvist och Lotta Gustavsson har under året delat på rollen 

som studeranderepresentant och suppleant och medverkat på styrelsemöten.  

 

Studeranderepresentanterna har under året närvarat vid mentorsgruppens digitala möten 

samt ett heldagsmöte och bidragit till att sprida information om möjlighet att söka till 

mentorsprogrammet som adept. Studeranderepresentanten har även engagerat sig i 

kommunikationsgruppen och producerar inlägg på Facebook och LinkedIns offentliga 

kanal. 

 
STIPENDIENÄMNDEN 
Stipendienämnden har i år bestått av Christin Anderhov Eriksson, Stine Störsrud samt 

årets dietist 2023, Ylva Orrevall. Under 2023 (stipendiater 2022) kunde två stipendiater 

ej utnyttja sitt stipendium vilket således återbetalades. Vi har därför beslutat att två 

personer får Stora medlemsstipendiet i år, 2023. 

DRF:S STIPENDIER 2023 
 

Stora medlemsstipendiet (2 personer) 

Liisa Tolvanen 

Liisa tilldelas stipendiet för att fördjupa sin kunskap om det senaste om 

obesitasforskningen och för att utbyta erfarenheter med kollegor i Europa och världen. 

Stipendiet avser deltagande i ECO24, 31 st European Congress on Obesity (ECO) i 

Venedig, Italien mellan den 12 och 15 maj 2024.  

 

Evelina Liljeberg 

Evelina tilldelas stipendiet för att presentera sin forskning och upprätthålla och knyta 

nya kontakter gällande dietistens forskning, undervisning och kliniska praktik. Stipendiet 

avser deltagande på konferensen ”International congress of nutrition and dietetics” juni 

2024 i Toronto, Kanada. 

  

 

Lilla medlemsstipendiet (1 person) 

Sara Andersson 

Sara tilldelas stipendiet för att fördjupa sin kunskap om tarmsviktspatienter. 

Stipendiet avser att genomföra ett studiebesök hos dietist Kirstine Farrer på Salford 

Intestinal Failure Unit och delta på Salford ESPEN-endorsed workshop on Acute and 

Chronic Intestinal Failure i Storbritannien. 

 

Resestipendium (1 person) 

Frida Karlsson Vide 

Frida tilldelas resestipendiet för att fördjupa sin kunskap inom hälsofrämjande och 

förebyggande insatser avseende nutrition inom barnhälsovård. Stipendiet avser 
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deltagande vid kongressen Nutrition and Growth, den 15 - 17 februari i Lissabon, 

Portugal. 

 

 

SPECIALISTBEDÖMARNÄMNDEN 
 

DRF:s specialistbedömarnämnd har under verksamhetsåret bestått av Andrea Mikkelsen, 

Anna Ottenblad och Stina Engelheart. Under februari 2023 genomfördes tre 

specialistprovföreläsningar där följande fick godkänd specialistkompetens 

• Vasiliki Karagianni – obesitas med inriktning barn. 

• Sara Andersson – gastroenterologi 

• Malin Ljung – folkhälsa med inriktning kommunarbete 

Under året har nya ansökningar inkommit varav specialistbedömarnämnden bedömt att 

tre ansökningar uppfyller grundläggande krav om meriter och kompetens. Dessa tre har 

gått vidare till sista steget i förfarandet, specialistprovföreläsningar, vilka kommer hållas 

under första kvartalet 2024.  

 
SEKTIONER 

BARIATRISK KIRURGI 

 

Sektionens styrelsesammansättning för året: 

Ordförande: Hanna Johansson 

Sekreterare: Anna Laurenius 

Kassör: Liisa Tolvanen 

Ledamot: Mia Hägg 

Ledamot: Madeleine Johansson 

Ledamot: Emma Lundgren 

 

Intern samverkan  

Under 2023 hade vi 4 styrelsemöten 

 

Extern samverkan  

Alla medlemmar har medverkat och deltagit i aktiviteter lokalt. Nationellt är Liisa 

Tolvanen medförfattare för nationellt kunskapsstöd genom NAG obesitas. Anna 

Laurenius har varit medförfattare för Nordiska riktlinjer för monitorering och 

supplementering med vitaminer/mineraler samt uppföljning efter metabol och bariatrisk 

kirurgi.  

 

Kommunikation  

Kommunikation med sektionsmedlemmar sker via Facebook grupp DRF Bariatrisk 

kirurgi 
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Planering för kommande år  

Under kommande år har vi en presentationspunkt på DRF kongress den 21 mars 2024: 

”Nordiska riktlinjer för monitorering och supplementering med vitaminer/mineraler samt 

uppföljning efter metabol och bariatrisk kirurgi -en uppdatering av Anna Laurenius”.  

 

Liisa Tolvanen har blivit vald till European Federation of the Associations of Dietitians 

(EFAD), European Specialist Dietetic Network for Obesity Committee (ESDN Ob) och 

kommer att representera sektionen bariatrisk kirurgi där.  

 

 

DIABETES 

 
Sektionens styrelsesammansättning för året: 

Ordförande: Elisabeth Jelleryd 

Sekreterare: Veronica Broström 

Kassör: Magnus Edgren 

Ledamot: Maria Rehbinder 

Ledamot: Kristina Rydell 

Ledamot: Inga-Lena Andersson 

Ledamot: Jenny Stålhammar 

 

Intern samverkan  

Årsmöte (fysiskt och digitalt) 25 april 2023 i Stockholm.  

Digitala sektionsmöten 8/2, 25/4, 6/9, 6/12. 

Digitala möte i arbetsgruppen ätstörningar 14/3, 12/12. 

 

Extern samverkan  

Veronika Broström och Maria Rehbinder har undervisat på dietistutbildningen i 

Göteborg. 

Elisabeth Jelleryd samarbetar med ’Together Against Diabetes’ som sakkunnig för 

framtagande av digital utbildning om diabetes typ 1 för skolor och förskolor samt med 

appen T1D. Maria Rehbinder samarbetar med samma organisation som sakkunnig för 

framtagande av utbildning och riktlinjer för behandling och stöttning kring diabetes och 

ätstörningar. 

Magnus Edgren har i olika sammanhang föreläst om kolhydratsräkning. 

Remissvar  

Sektion Diabetes har svarat på remiss från Socialstyrelsen ”Kost vid Diabetes”. 

 

Kommunikation  

Sektionen håller igång facebookgruppen som är tänkt som en plattform för dietister som 

arbetar med diabetes. Där ställs frågor från deltagare samt från oss. 
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Via vår mejl inkommer även frågor från medlemmar som vi svarar på. 

Sektionen arbetar med att ta fram material för våra medlemmar. Under 2023 har en liten 

grupp (inom sektionen) bildats för att ta fram ett vägledande material för att förebygga 

ätstörningar hos patienter med diabetes. Materialet ska även syfta till att stötta dietister 

vid diagnos och behandling av ätstörning hos patienter med diabetes typ 1.  

Planering för kommande år  

Vi fortsätter att arbeta med att få fram ledtal för dietister. Det är ett svårt arbete då 

framförallt dietister som arbetar inom primärvården är svåra att nå. Inom barnvården 

registrerar en mottagning besök i NDR (nationella diabetesregistret), vi arbetar för att fler 

ska få den möjligheten. 

Sektion diabetes drivs som alltid av ett brinnande engagemang för att utveckla 

diabetesvården men tiden är knapp. Vi är en liten sektion som gärna vill ha in fler 

medlemmar att arbeta i styrelsen.  

Vi upplever svårigheter att få till fysiska möten eftersom detta inte tillåts av 

arbetsgivare. Det är svårt att hitta tid att mötas samt att arbeta gemensamt med 

utvecklingsfrågor eftersom vi inte har stöd för sektionsarbete hos våra arbetsgivare.  

 

DIMMS, DIETISTER INOM MEDFÖDDA METABOLA SJUKDOMAR 
 

Sektionens styrelsesammansättning för året: 

Ordförande: Marika Kanthe, Skånes Universitetssjukhus, Lund 

Sekreterare: Karin Blom Malmberg, Akademiska Universitetssjukhuset, Uppsala 

Kassör: Erika Forssell, Karolinska Universitetssjukhuset, Stockholm 

Ledamot: Johanna Ekengren, Sahlgrenska Universitetssjukhuset, Göteborg 

Ledamot: Camilla Widenberg Törnquist, Karolinska Universitetssjukhuset, Stockholm 

 

Intern samverkan  

DIMMS höll sina två sedvanliga möten under året i Stockholm den 21 mars och 24 

oktober. Mötena var fysiska men med möjlighet att delta digitalt. Några ämnen som 

diskuterades på årets möten: 

 

● Automatiserad överföring av journaldata till RMMS. 

● Tyrosinnivåer hos patienter med PKU. 

● Riktlinjer för kostbehandling vid galaktosemi. 

● Patientfall 

● Expertdiskussion med Marjorie Dixon. Marjorie jobbar på GOSH i London, och 

         hade bjudits in för att delta digitalt. Dietisterna i DIMMS presenterade 

         patientfall och dilemman gällande patienter med bl a MSUD, tyrosinemi samt 

         lysinreducerad kost. 
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● Expertdiskussion med Rachel Skeath (GOSH). Under vår diskussion tog vi upp 

         riktlinjerna för galaktosemi, användning av tetrahydrobiopterin i 

         Storbritannien, nattmat för LCHADD, kostbehandling vid MCAD samt ett 

         patientfall om en levertransplanterad patient med MSUD. Rachel deltog fysiskt   

         och föreläste även om levertransplantation tillsammans med läkare Stephanie 

         Grünewald på SFMMS-mötet dagen efter. 

 

Extern samverkan  

DIMMS skickade Marika Kanthe och Camilla Widenberg Törnquist till ESPKU i 

Birmingham i oktober 2023. Där möttes patienter, anhöriga, profession och företag. 

Programmet bestod bl a av presentation av aktuell forskning samt diskussion kring de 

uppdaterade europeiska riktlinjerna för behandling vid PKU. 

SSIEMs symposium 2024 var i Jerusalem. Inga dietister från DIMMS deltog. 

 

Remisser och utredningar 

I december var vi med och svarade på Socialstyrelsens remiss gällande ett utkast till 

urval av livsmedel för speciella medicinska ändamål för beredskapslagring. Remissen 

gällde vilka speciallivsmedel som behöver finnas tillgängliga för vård som inte kan 

anstå i händelse av kris. 

 

Camilla Widenberg Törnquist och Marika Kanthe deltog i Nationell arbetsgrupp för 

medfödda metabola sjukdomar under året (NAG MMS). Arbetsgruppen har gjort en 

inventering av situationen för patientgruppen i Sverige. I november 2023 pausades 

arbetet i avvaktan på att nationell högspecialiserad vård (NHV) ska starta sommaren 

2024. 

 

Nationell planering inför start av NHV drog igång i december 2023. Representanter för 

de tre blivande enheterna Lund, Göteborg och Stockholm från endokrin, neurologi och 

lab på både barn- och vuxensidan träffades då digitalt. Camilla och Marika deltog. Det 

inrättades en arbetsgrupp för paramedicinare där Marika blev sammankallande. Första 

mötet i denna mindre grupp planerades till januari då enbart dietisterna kallades för att 

diskutera sin syn på jour och beredskap. 

 

Övrigt  

Fortsatt försäljning av kokböckerna Mycket gott med lite protein och Mycket gott med 

lite fett. Nutricia har tidigare bistått med fakturering av de kokböcker som beställs via 

internet. Detta har nu tagits över av DIMMS själva, beställningarna aviseras till vår 

gmail.  

 

Fortsatt arbete med det nationella kvalitetsregistret RMMS. 

 

Fortsatt utbyte med internationella kollegor inom Society for the study of Inborn Errors 

of Metabolism och deras dietistgrupp. År 2024 kommer den årliga konferensen äga rum 

i Portugal. 
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DIMMS ordförande Marika Kanthe är adjungerad medlem av styrelsen för Svenska 

barnläkarföreningens arbetsgrupp Svensk förening för medfödda metabola sjukdomar. 

Vårmöte för föreningen såväl som för DIMMS äger rum i Stockholm den 19-20 mars 

2024. 

 

Planering för kommande år  

Planering och start av NHV. 

Påbörja nationella riktlinjer för kostbehandling vid medfödda metabola sjukdomar. Vi 

planerar att starta med MCAD-brist. 

Bjuda in internationell föreläsare till höstmötet, eventuellt i samarbete med SFMMS. 

 

DIO, DIETISTER INOM ONKOLOGI 
 

Verksamhetsberättelse från sektionen har inte inkommit till styrelsen.  

 

ENTERAL OCH PARENTERAL NUTRITION 

 
Sektionens styrelsesammansättning för året:  

Helena Öggesjö lämnade sektionen i början av 2023. Årsmöte var planerat men fick 

ställas in då det inte fanns några som lämnat intresse. Sektionen var under delar av året 

på paus på grund av ofullständig styrelse. Under hösten hade sektionen möte med delar 

av DRF:s styrelse gällande sektionen och beslut togs att nuvarande styrelsemedlemmar 

skulle hålla sektionen flytande.  

 

Ordförande: Emmelie Holmqvist (valdes in 2022 på 2 år) 

Sekreterare: -  

Kassör: Stina Rydberg (valdes in på 2 år 2021 så officiellt ej nyvald)  

Ledamot: -  

Ledamot: -  

 

Intern samverkan  

Under året hölls enbart ett styrelsemöte som finns dokumenterat. Resterande möten har 

enbart handlat om hur vi ska få sektionen att överleva.  

 

Extern samverkan  

Besvarat frågor som inkommit via mail samt facebook  

 

Kommunikation  

Kommunikation sker både via mail och facebook med sektionens medlemmar.  

 

Planering för kommande år  

Försöka få till ett årsmöte för 2024 annars åter diskussion med DRF:s styrelse om hur vi 

ska gå vidare.  
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GASTROENTEROLOGI OCH HEPATOLOGI 
 
Sektionens styrelsesammansättning för året 

Ordförande: Malin Olofsson 

Sekreterare: Catarina Lindqvist 

Kassör: Stine Störserud 

Ledamot:Emma Nisukangas 

Ledamot: Alexandra Vulcan 

 

Intern samverkan  

Årsmöte ägde rum 230123 och styrelsemöten 230418, 230822 samt 231115. Alla möten 

har skett på distans.   

 

Extern samverkan  

Sektionen har deltagit på professionsmöte 230614 och professionsråd som ägde rum 

231015. 

 

Kommunikation  

Medlemmarna sitter med i arbetsgrupper som personcentrerat och sammanhållet 

vårdförlopp IBD och haft livesänt webinarium under året. Arbete har även skett med 

uppdatering av vårdprogram gällande gallblåse- och gallgångscancer samt levercancer.  

Medlemmar är också delaktiga i Lokala programområdet (LPO) i Region Skåne och 

Västerbotten och Regionala programrådet (RPO) i VG-region.  

Stine Störserud sitter med i och arbetar aktivt i regionalt processteam vid IBD samt 

Celiakiförbundets vetenskapliga råd. Hon är sedan december även docent i klinisk 

nutrition.  

 

Planering för kommande år  

I nuläget diskuterar vi framtagande av en kurs, riktad mot dietister, inom gastroenterologi 

och hepatologi. Detta skulle i så fall vara ett samarbete med Svensk Gastroenterologisk 

förening. En enkät gick ut i DRFs nyhetsbrev tidigare i år. Vi ska även gå igenom och 

skriva ett remissvar på Rekonstruktiv kirurgi vid inflammatorisk tarmsjukdom vid nästa 

möte. Vi planerar att försöka träffas och genomföra ett sektionsmöte live under våren om 

detta är möjligt. I vanlig ordning ser vi över, uppdaterar och tar fram nytt patientmaterial 

inom vårt område.  

 

HÅLLBART ÄTANDE 
 
Sektionens styrelsesammansättning för året: 

Ordförande: Susann Ask 

Sekreterare: Linnéa Davinder 

Kassör: Sintra Eyre 
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Ledamot: Karin Haby 

Ledamot: Maria Enge 

Intern samverkan:  

Under året har nio styrelsemöten hållits i digital form.  

Extern samverkan: 

Anordnat en workshop “dietisten i det komplexa matsystemet” med inbjuden föreläsare, 

Linn Torstensson. 

Kommunikation:  

Bidragit till DRF:s nyhetsbrev med “hållbarhetsspaningar” samt med profil från 

sektionens sekreterare.  

Planering för kommande år:  

Utförlig revidering av sektionens material samt inspelning av film till materialet. 

Medverkan på DRFs kongress. En eller flera inspirerande nätverksträffar.   

 

KOL 
 
Sektionens styrelsesammansättning för året: 

Ordförande:   Birgitta Modig               

Sekreterare: Nighat Farooqi             

Kassör: Maria Minter                      

Ledamot: AnneMarie Grönberg                 

Ledamot: Anna Carin Hagstig                    

Ledamot: Aida Koder Hamid                                                                                                                           

 

Intern samverkan  

Under året har sektionens styrelse haft 4 Teamsmöten och 1 fysiskt möte i Göteborg. 

Sektionens årsmöte hölls i Göteborg 230421, i samband med ett sektionsmöte. 

 

Extern samverkan  

Styrelsemedlemmar har; 

● Deltagit på DFRs Årsmöte, Sektionsmöte, Kongress och Dialogmöte. 

● En styrelseledamot, har som enda dietist deltagit i framtagandet av  

         Personcenterat vårdförlopp för KOL, steg 2 samt även deltagit i Regionalt  

         Processteam KOL, VG region. 

● Deltagit i interprofessionell KOL-konferens, Skåne. 

● Haft patientutbildning med KOL-team i Hjärtlungfondens regi, för KOL    

         patienter på Skånes Universitetssjukhus. 

● Föreläst för alla dietister i Region Östergötland, rörande KOL. 

● Föreläst om KOL på Astma/KOL- SSK utbildningen, Högskolan Väst. 

● Blivit intervjuad i Riksförbundet HjärtLungs´s tidning ”Status”, om kost och 

        KOL.  

● Föreläst om KOL på Dietistprogrammet, termin 5, Göteborgs Universitet. 
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● Har föreläst på kurs för astma/KOL SSK , 15p, Högskolan väst i Trollhättan ,  

         i  ämnet ”Rätt kost- viktig del i rehabiliterande KOL-behandling”. 

● Ingår i PV Dietistenhets utvecklingsgrupp för KOL, VG region. 

● Har handlett studenter Terminerna 1,3,4,6, VG region. 

 

Kommunikation  

Sektionen tillhandahåller och säljer sedan flera år tillbaka ett Utbildningspaket, bestående 

av patientbroschyrer samt Powerpoint bildspel - ett riktat till patienter och ett riktat till 

personal. 

 

Omfattande kommunikation har förekommit i vår funktionsbrevlåda, kol@drf.nu, med 

DRF-medlemmar och styrelserepresentanter. 

 

Vi har under året fortsatt kommunicera med sektionsmedlemmar i vår Facebookgrupp, 

”Dietister inom KOL-sektionens nätverk (DRF)”. 

 

Planering för kommande år  

Störst fokus kommer ligga på att uppdatera vårt Utbildningspaket, för att anpassa det till 

de senaste riktlinjerna från SLV, ”Nationella riktlinjer för mat på sjukhus”. Hur vi 

kommunicerar bäst med KOL intresserade Sektionsmedlemmar, kommer bl.a. också vara 

med på agendan. 

 
 

MATALLERGI 
Sektionen är vilande/inaktiv. 

 

NEUROLOGI 
 
Sektionens styrelsesammansättning för året: 

Ordförande: Ylva Dernbrant 

Sekreterare: Anna Wahl 

Kassör: Susanne Lewan 

Ledamot: Jonna Björkegren 

  

Intern samverkan 

Styrelsen har under året haft 4 digitala möten. 

Arbetet med specialistordning för neurologi har fortsatt och specialistbedömarnämnden 

har konsulterats för att föra arbetet framåt. 

  

Extern samverkan 
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Styrelsen är representerade i Nationell Arbetsgrupp för ALS som tar fram vårdförlopp för 

ALS. Delar av styrelsen har även deltagit i arbetet med att ta fram nationell riktlinje för 

nutrition efter stroke på uppdrag av Nationell Arbetsgrupp Stroke/TIA. 

  

Kommunikation 

Sektionen har en facebook-grupp för dietister inom neurologi som fungerar som en yta 

för kunskapsutbyte och information. 

  

Planering för kommande år 

Styrelsen kommer under året fortsätta arbeta med ansökan om specialistordning för 

neurologi. 

 

NJURMEDICIN 
 

Sektionens styrelsesammansättning för året: 

Ordförande: Sara Lundström, Norrlands Universitetssjukhus, Umeå 

Vice ordf: Hanna Nixon, Vrinnevisjukhuset, Norrköping 

Sekreterare: Anneli Olsson, Gävle sjukhus, Gävle 

Kassör: Linda Ersten, Danderyds sjukhus, Stockholm 

Ledamot: Love Svanqvist, Skåne Universitetssjukhus, Malmö 

Ledamot: Linda Schiller, Södra Älvsborgs sjukhus, Borås 

Ledamot: Anneli Jonsson, Akademiska sjukhuset, Uppsala 

Ledamot: Sintra Eyre, Sahlgrenska Universitetssjukhuset, Göteborg 

 

Intern samverkan: 

● Tre protokollförda styrelsemöten/arbetsmöten via länk och två fysiska möten under 

        året. 

● Uppdatering av befintligt patientmaterial. 

● Patientmaterialet har lämnats in för översättning till engelska och arabiska. 

● Påbörjat arbetet med uppdatering av riktlinjer för nutritionsbehandling vid 

        Peritonealdialys. 

● Hemsidan har uppdaterats utifrån behov. 

 

Extern samverkan: 

● Styrelsen har bidragit till planeringen av SNSF´s vårmöte i Göteborg 2023. 

● Styrelsemedlemmar deltog som föreläsare vid SNSF´s vårmöte i Göteborg 

         2023. 

● Representant från sektionens styrelse är med i utveckling av 

         Nutritionsmappen i Svenskt Njurregister. 

● Representant från sektionens styrelse är med i revideringen av nationellt 

         vårdprogram för kronisk njursjukdom, initierat från nationellt system för 

         kunskapsstyrning hälso- och sjukvård, Sveriges regioner i samverkan. 
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Kommunikation:  
● Nätverket för njurmedicinska dietister med cirka 130 medlemmar från Sverige,  

        Norge och Åland har uppdaterats, cirka 6 gånger under året. Nätverket är ett forum 

        för frågor och kollegialt stöd för dietister inom området njurmedicin. 

● Sektionsstyrelsen har sammanfattat några av årets möten och gjort utskick i 

        nätverket för att ge insyn i gruppens arbete och tipsat om aktuella händelser, 

        artiklar och möten. 

● Styrelsemedlem har skrivit en kongressrapport som lagts upp på DRFs hemsida. 

● Styrelsemedlem har utformat hjälpreda för labvärden för njurdietister som lagts ut 

        på DRFs hemsida för medlemmar i DRF. 

● Styrelsen har regelbundet svarat på frågor från kollegor som kommit in i sektionens 

       funktionsbrevlåda. 

● Styrelsens medlemmar har bidragit med artiklar till professionstidningen Dialäsen 

       och patientföreningens tidning Njurfunk. 

 

OBESITAS 

 
Sektionens styrelsesammansättning för året 2023: 

Ordförande: Else H. Johansson 

Sekreterare: Liisa Tolvanen 

Kassör: Sofia Björkman 

Ledamot: Alexander Hidén 

Ledamot: Efva Forssell 

Ledamot: Ingrid Larsson 

Ledamot: Jenny Pettersson 

Ledamot: Joakim Lund 

Ledamot: Simon Ivarsson 

 

Intern samverkan  

DRFs sektion för obesitas har haft fem styrelsemöten, inklusive årsmöte via Teams under 

året, samt ett extra sektionsmöte gällande Socialstyrelsens kunskapsstöd “kost vid 

diabetes”. Vi har deltagit i två dialogmöten för DRFs sektioner 14/6 och 15/11, samt vid 

DRFs årsmöte 22/3 (Sofia Björkman, Ingrid Larsson) 

 

Extern samverkan  

Två av sektionens medlemmar: Ingrid Larsson och Liisa Tolvanen deltar i NAG obesitas 

för arbetet med ett Nationellt kliniskt kunskapsstöd med inriktning vuxna patienter med 

obesitas. Arbete med planering för innehåll i sektionens programpunkt vid DRFs 

kongress i mars 2024. Under året har vi kontinuerligt följt och diskuterat medias 

bevakning av obesitasläkemedel. 

 

Remissvar  
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De förfrågningar angående synpunkter på kunskapsunderlag, som inkommit under 2023, 

har inte bedömts vara inom aktuellt nutritionsområde för sektion Obesitas.  

 

Kommunikation 

Sektionen besvarar löpande frågorna som skickas till funktionsbrevlådan. Sektionens 

medlemmar blir också kontaktade i frågor som rör obesitas med egna kontaktuppgifter 

och bidrar också på så sätt med kunskapsspridning. Flertalet av sektionens medlemmar 

har varit anlitade föreläsare under temat obesitas till både patientföreningar och personal 

inom hälso- och sjukvård. 

Ekonomi 

Under året har ingen ekonomi hanterats. Såväl ingående som utgående saldo är 0 kr. 

Planering för kommande år  

● Hålla i programpunkt om obesitas och läkemedel på DRFs kongress i mars 2024 

● Moderera programpunkt vid DRFs kongress i mars 2024 

● Framtagande av översikt över tillgängliga läkemedel för obesitas 

● Representant i EFAD’s, European Specialist Dietetic Network for Obesity 

        Committee (ESDN Ob) (Liisa Tolvanen)  

● Fortsatt arbete med nationellt kliniskt kunskapsstöd inom NAG obesitas 

● Socialstyrelsens vetenskapliga råd för vällevnadssjukdomar och nutrition  

        (Ingrid Larsson) 

● Vetenskaplig sekreterare i Svensk Förening för obesitasforskning (Ingrid Larsson) 

 

 

PEDIATRIK 
 
Sektionens styrelsesammansättning för året: 

Ordförande: Karola Persson 

Vice ordförande: Björn Hedqvist 

Sekreterare: Andrea Mikkelsen 

Kassör: Anna Broman 

ledamot: Åsa Sidibeh Zetterlund  

ledamot: Julia Backlund/ Maria Briggert Bengtsson 

 

Intern samverkan  

● Kontinuerliga möten varje månad via teams, samt telefon- och e-postkontakt 

        mellan styrelsemedlemmar. 

● Ny styrelsemedlem: Maria Briggert Bengtsson – som tar över efter Julia Backlund 

        som kliver av efter sommaren p.g.a. nytt arbete 

 

Extern samverkan  

● Fortsatt förbättring/vidareutveckling av hemsidan på drf.nu/pediatrik. 

● Arbetat löpande med att uppdatera arbetsgrupper 
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● Deltagit på Nestlés Barndietistdagar i oktober 2023 

● Deltagit i utredning subventionering av speciallivsmedel till barn 

● Specialistordningen har diskuterats och setts över 

● BLF:s Barngastroförening - Riktlinje för utredning och behandling av medfödd 

        sackaras isomaltas brist 

 

Remissvar 

Bedömt och svarat på remisser: 

- Socialstyrelsen - Börja med barnen 

- Socialstyrelsen - Nationella Riktlinjer för vård vid obesitas  

- Socialstyrelsen - Nationellt hälsoprogram för barn och unga 

- Socialstyrelsen - Långvarig smärta hos barn  

- Socialstyrelsen - Nationella riktlinjer obesitas hos barn och unga 

- Socialstyrelsen - Utredning att ta fram kunskapsstöd gällande specialkost 

- Socialstyrelsen - FSMP och försörjningsberedskap 

  

Kommunikation  

Varit behjälplig med att utse lämpliga personer att vara med på Socialstyrelsens 

nationella riktlinjer för behandling av obesitas, samt i utredning subventionering av 

speciallivsmedel till barn. 

 

Planering för fortsatt arbete 2024: 

- Varit behjälplig med att utse lämpliga personer att vara med i utformning av 

        Socialstyrelsens Hälsoprogram för barn och unga 

- Delta på DRF-kongress i mars 

- Se över styrelsens framtid – rekrytera nya styrelsemedlemmar 

- Björn har beslutat att avgå från gruppen efter DRF-kongressen 

- Karola och Andrea planerar sluta i styrelsen under våren 

 

PSYKIATRI/ÄTSTÖRNINGAR 
 

Sektionens styrelsesammansättning för året 2023: 

Sammankallande: Sofia Wiberg, Västerås, Region Västmanland  

Kassör: Lars-Inge Johansson, Uddevalla, VG-Region 

Sekreterare: Sofia Wiberg, Västerås, Region Västmanland 

Ansvarig hemsida/nätverk: Donny Karlissa, Region Jönköping  

Ledamot: Jennie Witte Hernæs Lidköping, VG-Region 

Ledamot: Gill Lindroos, Stockholm, Region Stockholm 

Ledamot: Gisela van der Ster, Uppsala  

 Ledamot: Amanda Lindblad, Göteborg, VG-region 

 

Ordinarie årsmöte hölls 24/3 2023. Styrelsen har haft fyra protokollförda möten under 

året, samtliga har skett digitalt. Därutöver har mailkontakt mellan styrelsemedlemmarna 
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förekommit, samt att styrelsen besvarar frågor som löpande kommer via nätverket.  

Jennie och Gisela har även haft regelbunden telefonkontakt för att arbeta med 

textbearbetning. 

 

Ekonomi 

Ingående saldo: 6072 kr 

Utgående saldo: 6072 kr 

 

Verksamhet  

Det mailnätverk som startade 2012 för dietister inom psykiatrin utvidgas ständigt, och 

fungerar som ett bollplank. I dagsläget finns drygt 70 medlemmar. Under året har 

styrelsemedlemmarna turats om att bevaka och vid behov besvarat frågor som inte fått 

svar från andra medlemmar i mailnätverket. Det finns även en Facebookgrupp där Jennie 

Witte Hernæs är ansvarig. För hemsidan ansvarar Donny Karlissa som även har ett 

övergripande ansvar för DRF-mailen. Styrelsemedlemmarna har via Donny fått veckovist 

ansvar för att bevaka inkorgen och besvara inkomna mail. 

Under året har Sofia deltagit på SEDS vår- och höstmöte.  

Gill och Amanda har under året varit representanter vid möten för Nationellt 

programområde psykisk hälsa. Jennie deltog vid professionsrådet i oktober. Gill har under 

året drivit FoUUi projektet ”Screening av hetsätningsstörning i PV” via sin arbetsgivare.  

Arbetet med skriften Handbok för nutritionsbehandling vid ätstörning och psykiatrisk 

samsjuklighet har fortsatt under året.  

 

 

SEKTIONEN INOM GERONTOLOGISK OCH GERIATRISK NUTRITION (SIGN) 
 

Sektionens styrelsesammansättning för året 

Ordförande: Josephine Garpsäter 

Sekreterare: Susann Engström 

Kassör: Linda Nyholm 

Ledamot: Cecilia Svanberg 

Ledamot: Naman Limani 

Ledarmot: Mikael Karlsson 

 

Intern samverkan 

Under året har sektionen haft sex möten där merparten av mötena rört planeringen inför 

kommande nutritionsdagar. 

 

Extern samverkan 

SiGN föreläste på DRF´s årsmöte 

 

Remissvar 

SiGN har svarat på ett remissvars gällande Vårdprogram för Höftfraktur. 
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Kommunikation 

Inget material har tagits fram. 

 

Planering för kommande år 

Under 2024 planerar sektionen att hålla geriatriska nutritionsdagarna. Programmet för 

dagarna är gediget och bjuder på något för alla. 

 

DRF:S STUDENTSEKTION 
Sektionen är vilande/inaktiv. 

 

 

ARBETSGRUPPER 

INFORMATIK OCH ETISK KODEX 
Arbetsgruppen för informatik och etisk kodex har under året haft fyra videomöten. 

Gruppen består i nuläget av åtta personer med alla tre lärosätena representerade. 

 

Arbetet med att revidera den etiska analysen som hör till DRF:s etiska kod har påbörjats 

under året.  

 

Det projekt med att skapa enhetliga översättningar mellan NCPT och Snomed CT som 

påbörjades 2019 har fortgått under året i ett samarbete med hälsoinformatiker på 

Socialstyrelsen. Gruppen är också representerad i det internationella arbetet med detta, 

lett av the Academy of Nutrition and Dietetics  (AND). En stor del av gruppens arbete 

har fokuserat på den implementering av nya journalsystem som påbörjats i flera regioner, 

och hur dietistens dokumentation ska kunna göras utifrån NCPT i dessa system enligt 

avtal med AND. Här har terminologin NCPT och mappningen mot Snomed CT en 

nyckelroll. 

 

Arbetsgruppens samverkan med e-hälsomyndigheten har fortsatt i form av regelbundna 

möten varannan månad. Internationellt har gruppens medlemmar varit engagerade i 

följande kommittéer och arbetsgrupper ledda av AND; NCPTC International 

Subcommittee, NCP- Puzzle Task Force, Nutrition Care Process Advisory Group, 

Nutrition Care Process Translation Community och Nutrition Care Process Clinical 

Project Group, SNOMED. 

 

Gruppen NCP-superusers som koordineras av arbetsgruppen för informatik och etisk 

kodex har under året haft tre digitala möten. Gruppträffarna har bland annat bestått av 

diskussioner/jämförelser utifrån deltagarnas exempel från kliniken på olika 

nutritionsdiagnoser, vad dokumentera vid olika termer/sökord i nutritionsjournaler, 

gemensam journalgranskning med hjälp av Diet-NCP Audit. Förutom de digitala mötena 

har kommunikation skett via e-postlistan som är aktiv. Tre nya samordnare har 

tillkommit, totalt består gruppen nu av fyra samordnare. Gruppen har runt 60 medlemmar 

med spridning över hela landet. 
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Arbetsgruppens text på DRFs webbplats har omarbetats, både till medlemssidan och den 

öppna sidan, bland annat för att tydliggöra arbetsgruppens olika ansvarsområden. 

 

Arbetet med att stötta dietisters implementering av GLIM-kriterierna för diagnosticering 

av undernäring har fortsatt, bland annat genom publicering av en ny informationsfilm om 

mätning av kroppssammansättning som en del i GLIM. 

 

Gruppen har även under året bistått DRF:s styrelse med underlag inför beslut om 

eventuellt byte av det engelska namnet.  

 

 

MENTORPROGRAMMET 
 
Arbetsgruppens sammansättning för året: 

Pia Nevala Westman  

Karin Blom Malmberg 

Studeranderepresentant Lotta Gustavsson 

Studeranderepresentant Matilda Fyrqvist 

 

Intern samverkan  

Under året har arbetsgruppen haft ett fysiskt möte. Utöver detta har vi haft regelbundna 

timmeslånga möten via Teams. Arbetsgruppen har hållit sex protokollförda möten. 

Löpande korta telefonavstämningar och mejlväxling som inte protokollförts har varit av 

driftskaraktär.  

 

Extern samverkan  

Den 17/2 hölls ett digitalt möte för redan utbildade mentorer i syfte att bilda nätverk och 

stärka deras roll som mentorer. Den 12/6 hölls en digital utbildning för att utbilda nya 

mentorer, där sex personer deltog. Under 2023 har fyra mentorspar startat.  

 

Gällande rekrytering av adepter har studeranderepresentanterna kontaktat de tre 

utbildningsorterna och informerat om mentorprogrammet; Göteborg under försommaren 

2023 och Uppsala samt Umeå i anslutning till examen 2024. Studeranderepresentanterna 

har uppdaterat informationen om mentorprogrammet på DRFs hemsida. 

 

Mentorprogrammets programförklaring har reviderats och finns publicerad på hemsidan. 

Information om programmet har även gått ut via arbetsgruppens kontakter med 

Dietistprogrammet på Uppsala universitet, där framför allt studenterna som går sista 

terminen i Uppsala fått information av Karin Blom Malmberg.  

 

Kommunikation  

Information om mentorutbildningen och mentorsprogrammet har gått ut via DRF: s 

nyhetsbrev. Mentorprogrammets Facebooksida för mentorer har fungerat som 
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informationskanal och forum för diskussion under året. Facebookgruppen för mentorer 

administreras i dagsläget av arbetsgruppen. 

 

Planering för kommande år 

Nuvarande studeranderepresentanter kommer avgå i samband med DRFs årsmöte i april 

2024 och ersättas med nya. De har dock lovat att ansvara för att avgångsklassen i 

Göteborg får information om mentorprogrammet under försommaren 2024. 

 

Mentorprogrammet har behov av att utöka arbetsgruppen med minst en person, för att 

kunna både förvalta och utveckla arbetet med mentorprogram för nyutbildade dietister. 

Intresseförfrågan har gått ut till våra utbildade mentorer, men ingen har antagit 

erbjudandet. 

 

Under 2024 planeras en digital återträff för mentorer. Vidare kommer vi utveckla ett 

frågeformulär att använda för uppföljning efter avslutade mentor- och adeptrelationer. I 

övrigt fortsätter det löpande arbetet med att ta emot ansökningar till programmet och att 

para ihop adepter med mentorer. 

. 

 

LOKALFÖRENINGAR 

UPPLAND 

Verksamhetsberättelse 2023 DRF Uppland 

Styrelsen för DRF Uppland avger härmed sin verksamhetsberättelse. 

 

Styrelsen 

Ordförande Eva Bergh     

Sekreterare Emma Wilandh 

Kassör Gabriella Sjöberg 

Ledamot Erik Fröjdhammar 

Ledamot Madeleine Melén 

Revisor för verksamhetsåret har varit Karin Blom Malmberg. 

Firmatecknare har under året varit föreningens kassör. 

Valberedningen har under året bestått av Ina Granlund och Karin Kauppi. 

 

Mötesverksamhet 

Under 2023 har styrelsen haft 8 protokollförda styrelsemöten. Dokumentation finns som 

signerade originalhandlingar hos sekreterare samt i digital form i DRF Upplands Google 

Drive. 

 

Finansiering 

Föreningens ekonomi är god. Under året har föreningen finansierat Regiondietistdagen, 

Frukostmöte på Hotell samt mat på styrelsens kick-off under våren.  
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Medlemsavgifter och medlemsantal 

Under verksamhetsåret 2022 har föreningen haft 47 betalande medlemmar. 

Medlemsavgiften var 200 kronor. DRF Uppland har 9 hedersmedlemmar.   

 Anmärkningsvärt är att vi i fjol hade 63 betalande medlemmar. Vad minskningen av 

antalet medlemmar beror på är i dagsläget oklart, men ska naturligtvis följas upp av 

styrelsen under året samt lyftas som fråga vid årsmötet. 

 

Aktiviteter under året 

Under 2023 har styrelsen skickat ut elektroniska nyhetsbrev med information till 

medlemmarna. Främst har dessa refererat till våra gemensamma aktiviteter med 

regiondietistdag och frukostmöte, samt presenterat kollegor i olika verksamheter, bland 

annat dietister som forskar. Totalt har fyra nyhetsbrev skickats ut. 

 

Efter förslag som kom upp av medlemmar vid föregående års årsmöte kunde föreningen 

i år erbjuda frukostmöte på Elite hotell och bjuda medlemmarna på hotellfrukost.  

Vid frukostmötet föreläste nydisputerade dietisten Lina Aladilis om sin avhandling. Om 

uppföljning och utvärdering inom nutritionsbehandling för patienter med risk för 

undernäring. 

 

Regiondietistdag 

• Arrangerades av dietisterna på habiliteringen. Ämnen som presenterades: 

• Erika Olsson, postdoktor och leg dietist berättar om sitt avhandlingsarbete. 

Forskning om olika aspekter av kost är associerat med demens, kognitiv 

nedsättning, Parkinsons sjukdom och stroke. 

• Habiliteringsdietisterna visar det bildstöd de använder som hjälp vid samtal 

         om mat och måltider. 

•  Eva Bergh presenterade Ätteamets verksamhet. 

•  Sofia Björkman presenterar information om nya controllertjänsten. 

Innan sommaren bjöds också alla medlemmar in till AW en junikväll. Vilken blev en 

trevlig och ljum kväll. 

 

Styrelsearbete 

Styrelsen har haft som vision att föra en dialog med medlemmarna om frågor som 

föreningens medlemmar önskar att styrelsen driver. Detta har efterfrågats i nyhetsbrev, 

men inga förslag har inkommit. 

 

Ingen representant från DRF Uppland har haft möjlighet att delta i DRFs kongress eller 

årsmöte. 

 

 

PROFESSIONSRÅDET 
DRF:s styrelse anordnade årets professionsråd den 16:e oktober under temat ”Engagera”.  
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Även detta år hölls professionsrådet digitalt och inleddes med att DRF:s ordförande Kjell 

Olsson hälsade alla deltagare välkomna. Kjell berättade därefter om styrelsens arbete 

inom DRF samt informerade om EFAD:s kongress. Därefter gav vice ordförande Anna 

Jörnvi en uppdatering om projektgruppens aktuella arbeten. Vidare presenterades 

arbetsgruppen för DRFs kongress 2024, samt den digitala plattformen som kommer att 

användas. Efter presentationen följde en dialog kring schema och önskat 

programinnehåll. 

Under eftermiddagen hölls två workshops: en kring hur engagemang kan skapas inom 

DRF:s sektioner och arbetsgrupper samt en om hur sektionerna/arbetsgrupperna 

kommunicerar med varandra på bästa sätt. Under dessa workshops kunde deltagarna 

utbyta tips med varandra samt ge återkoppling till DRF:s styrelse kring hur de kan bidra 

för att på bästa sätt öka engagemanget inom arbetsgrupperna och sektionerna. 

      

LEVNADSVANEPROJEKTET  
KUNSKAPSSPRIDNING OM NATIONELLA RIKTLINJER FÖR PREVENTION OCH 
BEHANDLING VID OHÄLSOSAMMA LEVNADSVANOR  
 

Levnadsvaneprojektets sammansättning är: 

Anna Jörnvi 

Naman Limani 

Anna Stubbendorff 

Christin Anderhov Eriksson 

Nadia Andersson 

Julia Strömblad Lenhoff  

 

DRF har under 2023 arbetat med kunskapsspridning och opinionsbildning kring 

hälsosamma matvanor samt om Nationella riktlinjer för prevention och behandling vid 

ohälsosamma levnadsvanor. Aktiviteterna har riktat sig till hälso- och sjukvårdens 

professioner i första hand men även beslutsfattare, politiker, tjänstemän och 

befolkning. Under 2023 har DRF arbetat följande delprojekt: “kunskapsspridning om 

nationella riktlinjer för prevention och behandling vid ohälsosamma levnadsvanor”, 

“Barn och unga - hälsosamma matvanor och fysisk aktivitet”, “Hälsosamma och 

hållbara matvanor för personer över 65 år” samt “Hälsosamma och hållbara matvanor 

för gravida och nyblivna föräldrar”.   

  

Under året har DRF genomfört ett antal webbinarier, digitala föreläsningar, 

paneldebatter och workshops. DRF har genomfört två digitala workshops riktade till 

dietister, i samarbete med livsmedelsverket, om de nya Nordiska 

näringsrekommendationer, NNR 2023.  DRF har genomfört workshops och 

föreläsningar om hållbara och hälsosamma matvanor riktat till dietister och andra 

professioner. Under hösten genomförde DRF workshop med temat NNR för alla, riktat 

till dietister. Våren 2023 genomförde DRF en föreläsning om vikten av hälsosamma och 

hållbara måltider för framtiden inom den offentliga sektorn i samband med RISE möte 
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Måltid Sverige. DRF har även föreläst för Livsmedelsföretagen om hälsosamma och 

hållbara matvanor. Under 2023 har DRF i samarbete med Läkare för Miljön vid två 

tillfällen genomfört workshops om hållbara och hälsosamma matvanor. Som en del av 

att skapa ett samarbete med läkare för miljön har DRF även deltagit i deras 

återkommande månadsmöten.   

  

DRF har under 2023 deltagit vid följande konferenser: Mat2023 i Växjö, Vårdarenan 

2023, Kungliga vetenskapsakademins seminarium om NNR 2023 och Pep Forum i 

Stockholm, ISBNPAs konferens om beteende förändringar avseende mat och fysisk 

aktivitet i Uppsala, Skolsköterskornas kongress i Norrköping, fysioterapeuternas 

kongress i Göteborg och HFS kongress hälsosamt åldrande i Kristianstad. I samband 

med dessa konferenser har DRF verkat för att sprida kunskap om nutritionens betydelse 

vid prevention och behandling samt vikten av att patienter får evidensbaserade råd inom 

nutritionsområdet utifrån ett patientsäkerhetsperspektiv. I samband med ”Vårdarena” 

deltog DRF även i tre panelsamtal. DRF har även deltagit i NCD-nätverkets (Non 

Communicable Diseases) arbete, som haft fyra möten under året, samt ingått i En frisk 

generations kunskapsråd.   

  

Under 2023 har DRF utformat en infografik om de nya nordiska 

näringsrekommendationerna NNR2023. Infografiken har skickats ut via DRFs 

nyhetsbrev till alla dietister inom DRF i Sverige. Det material som DRF har tagit fram 

under tidigare år har spridits i samband med fysiska evenemang och presenterats vid 

webbsända evenemang. Under året har alla DRFs medlemmar återkommande 

informerats om genomförda aktiviteter via DRFs nyhetsbrev. Därutöver har information 

förmedlats via DRFs Facebookgrupp till samtliga 1300 medlemmar. Under året har 

DRF även publicerat flera artiklar om vikten av att arbeta för att underlätta hälsosamma 

och hållbara levnadsvanor.  

  

Barn och unga – hälsosamma matvanor och fysisk aktivitet  
Aktiviteten har bestått av kunskapsspridning genom deltagande på Skolsköterskornas 

och fysioterapeuternas kongresser i maj respektive oktober, en professionsgemensam 

workshop om fysisk aktivitet och barn och två föreläsningar/workshops om att ge barn 

och vuxna med neuropsykiatrisk funktionsnedsättning stöd vid ohälsosamma matvanor.   

I samband med Skolsköterskornas kongress i Norrköping och Fysioterapeuternas 

kongress i Göteborg gav DRF information om och presenterade det samtalsstöd om 

levnadsvanor riktat till elevhälsan som togs fram 2021 och 2022. DRF genomförde i 

samarbete med Svenska Läkaresällskapet, Fysioterapeuterna och Svensk 

sjuksköterskeförening även ett webbinarie med fokus på att främja fysisk aktivitet hos 

barn 10-12 år.   

 

Under året har DRF genomfört två utbildningsinsatser riktat till dietister om att ge stöd 

vid ohälsosamma matvanor till barn och vuxna med neuropsykiatrisk 

funktionsnedsättning (NPF): dels ett kunskapshöjande lunchwebbinarium för dietister 

om utmaningar avseende barns sensoriska upplevelser vid NPF och dels en workshop 
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med inslag av föreläsningar och diskussion i mindre grupper. Webbinariet genomfördes 

i samarbete med HOBs.  

  

Hälsosamma och hållbara matvanor för gravida och nyblivna föräldrar  
Under året har DRF har genomfört ett antal kompetenshöjande aktiviteter i form av 

lunchwebbinarium och föreläsningar om hälsosamma matvanor under graviditet samt 

hur samtal om matvanor samband med graviditet kan genomföras på ett personcentrerat 

sätt.   

 

I samarbete med svensk barnmorskeförening genomfördes en lunchföreläsning för 

barnmorskor om de nya Nordiska näringsrekommendationerna, NNR 2023, med fokus 

på den gravida och ammande kvinnan. Dessutom genomförde DRF en workshop för 

dietister om NNR 2023 och rekommendationer och råd för gravida och ammande.  

  

Hälsosamma och hållbara matvanor för personer över 65 år   
Under året har DRF har genomfört kompetenshöjande aktiviteter om hälsosamma och 

hållbara matvanor samt god nutrition för äldre i form digitala workshops, föreläsningar, 

möten och konferenser samt utställning på en kongress. DRF har deltagit vid följande 

konferenser, utbildningsdagar och möten: MAT 2023 i Växjö och kongressen 

Hälsosamt åldrande i Kristianstad och Switch Food Hubs möte i Göteborg.   

 

Under MAT 2023 i Växjö genomförde DRF en digital föreläsning om hälsosamma 

matvanor och påverkbara riskfaktorer för seniorer i samband med seminariet Prevention 

genom mat – fler friska år på̊ äldre dagar. Vid seminariet deltog myndigheter, 

vårdpersonal, måltidspersonal och patientföreningar. I samband med konferensen 

Hälsosamt åldrande uppmärksammades att mat och nutrition helt saknades i 

programmet vilket föranledde att DRF tillsammans med HFS temagrupp matvanor fick 

möjlighet att bemanna en monter och informera om betydelsen av hälsosamma och 

hållbara matvanor och god nutrition för ett hälsosamt åldrande. Inför kongressen tog 

DRF fram ett informationsmaterial om hälsosamma matvanor för äldre.   

  

DRF har även genomfört en workshop för dietister om Maten betydelse för kropp och 

kognition efter 65 år och nya nordiska näringsrekommendationer, NNR 2023.   

Dessutom har DRF har haft en dialog kring samtal om hälsosamma och hållbara 

matvanor med regioner som arbetar med riktade hälsosamtal för äldre. Under året har 

DRF fortsatt haft ett samarbete med Livsmedelsverket, universitet och högskolor i 

Sverige, den ideella organisationen Frisk Mat. Kunskapsspridning om hälsosamma och 

hållbara matvanor för äldre matvanor har också genomförts genom inlägg i DRFs 

nyhetsbrev.  
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VINNOVA 
 
Levnadsvaneprojektet har under året deltagit i lär- och mobiliseringsinsatsen ”Ett nytt 

recept för matsystemet” under fokusområdet ”Preventiv hälsa genom mat”, inom 

Vinnova. Under den 10 månader långa insatsen har DRF deltagit i ett flertal digitala och 

fysiska träffar som delats in i åtta läroblock bestående av teori, workshop och individuellt 

arbete mellan blocken. DRF har fått en ökad förståelse för missionsbaserad innovation 

och systemtransformation och har under lärprocessen delat med sig av dietisternas 

kompetens och påverkat andra aktörer inom matsystemet. DRF  

 

DRFs deltagande i lärprocessen har inte bara resulterat i ökad kunskap och kompetens, 

utan även bidragit till nya samarbeten och samverkansformer med nya organisationer och 

sektorer genom att arbeta med de andra deltagarna i temagrupperna.  

 

Genom lärprocessen har DRF fått lära sig att tillämpa missionsorienterade arbetssätt och 

systemtänk och har ingått i ett nytt Vinnovafinansierat samarbete med Frisk Mat, 

Livsmedelsakademin och Chalmers för att skapa en mer långsiktig satsning och 

innovationsplattform. Innovationsplattformen, som har fått namnet PUSH (Platform for 

User-centric Substainable Health through food) skapar förutsättningarna för att fortsätta 

arbeta med preventiv hälsa genom mat även utanför hälso-och sjukvården. 

 

 

 

INTERNA AKTIVITETER OCH HÄNDELSER 
 

ÅRETS DIETIST 
Utmärkelsen årets dietist 2023 tilldelades Ylva Orrevall.  

Hämtat från nomineringen: 

 

Ylva Orrevall har arbetat som dietist, sedermera 

forskare och forsknings- och 

utvecklingsansvarig på Karolinska 

Universitetssjukhuset sedan snart 40 år. 

 

En hel del tid har hon ägnat åt patienter med 

olika cancersjukdomar, men med många 

kollegor och andra hälsoprofessionsgrupper har 

hon också genom åren diskuterat 

journaldokumentation, terminologi, Nutritional 

Care Process (NCP) och kvalitets- och 

patientsäkerhetsfrågor.”  
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DRFS PROFESSIONSDAG 
Temat för året var ”Dietistens breda kompetens”. Professionsdagen (halvdag) var digital, 

och kostnadsfri för alla medlemmar. Tre föreläsningar med olika inriktning fanns att se 

och dessa var: ”parenteral nutrition och refeeding syndrome”, ” riktade hälsosamtal och 

samtal om alkoholvanor” och ”kommun och äldreperspektiv” Totalt var 350 dietister 

anmälda.  

 
EXTERN SAMVERKAN 

NATURVETARNA 
Naturvetarna är en samarbetspartner och det finns ett samarbetsavtal med syfte att 

utveckla och öka båda parters attraktionskraft och öka värdet av medlemskapet i både 

föreningen och förbundet.  

ARCMEMBER 
Från 1 januari 2023 togs DRF:s medlemshantering över av DRF, med hjälp av 

ArcMembers administrationssystem. Under verksamhetsåret övergick även hantering och 

utskick av nyhetsbrev till att hanteras av DRF:s styrelse via ArcMembers medlemsportal. 

Förändringen i medlemshanteringen som innefattar bland annat medlemsavgifter och 

register har varit omfattande vilket medfört att uppföljningsmöten mellan 

medlemsregisteransvariga i DRF styrelse Sophie Rodebjer Cairns och Amanda Weimar 

tillsammans med företaget ArcMember varit nödvändiga för driften. Under året har 

styrelsen fört dialog med ArcMember om att inloggningen på DRFs hemsida skulle kunna 

förbättras genom att den kopplas ihop med ArcMembers medlemsregister.  

 

SAMVERKAN MELLAN PROFESSIONER OCH ORGANISATIONER 

SWESPEN 

DRF har en ledamotsplats i SWESPEN:s styrelse och sedan årsmötet är Sophie Rodebjer 

Cairns representant för DRF i SWESPEN. SWESPEN:s nutritionsdag samordnas av 

Dietisternas Riksförbund, Svensk Sjuksköterskeförening och Svensk Förening för 

Klinisk Nutrition och hölls den 19:e oktober i Stockholm. Under 16-20 oktober 2023 

uppmärksammade DRF SWESPENs fokusvecka på sjukdomsrelaterad undernäring.  

EFAD 

EFAD (European Federation of the Associations of Dietitians) hade sin kongress i 

Budapest, den 12-14 oktober och DRF var representerade via ordförande Kjell Olsson. 

Temat för årets kongress var ”Dietetic care, a human right: moving forward into a new 

era”. Nästa kongress år 2025, kommer Sverige stå värd för, i Malmö.  

ICDA 

DRF:s representant i ICDA är Susann Ask. ICDAs årsmöte hölls den 12 september. 

Under året har ICDAs hemsida reviderats och fått ett nytt utseende. Utveckling av 

webbportalen ICDA Sustainability pågår kontinuerligt, en webbasterad verktygslåda för 

att stödja dietister att integrera hållbarhet i sitt arbete och som bidrar till en gemensam 
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vision och språk kring olika områden.  

 

DRF har besvarat ICDAs enkät utbildning och arbetsmarknad för dietister/nutritionister, 

enkäten genomförs vart fjärde år. Under året har DRF bidragit med text till ett av ICDAs 

nyhetsbrev, oktober, via Julia Strömblad Lenhoff som sammanfattande vad som sker via 

projektgruppen för levnadsvanor. 

SAMVERKAN FÖR SÄKER VÅRD 

DRF ingår tillsammans med övriga hälso- och sjukvårdsprofessioner samt LÖF och 

vårdföretagarna i nätverket samverkan för säker vård. DRF:s ordförande deltar i möten.  

NCD-NÄTVERKET 

DRF har en representant med i svenska NCD-nätverket som deltar under nätverkets 

möten. Under 2023 representerades DRF av vice ordförande Anna Jörnvi. 

 

NATIONELLA AMNINGSKOMMITTÉN 

DRF ingår tillsammans i Amningskommittén, under ledning av Livsmedelsverket. DRF 

har två platser i kommittén. Företrädare från Socialstyrelsen, konsumentverket och 

Folkhälsomyndigheten ingår samt enskilda intresseorganisationer och professions 

sammanslutningar inom hälso- och sjukvård. Kommitténs syfte är att främja, skydda och 

stödja amning. Kommittén samlas en gång per år.  

FRISK MAT 

Sedan 2021 har DRF ett samarbete med föreningen Frisk Mat, som arbetar för att all mat 

som serveras inom skola, vård och omsorg ska hålla samma kvalitet, följa de Nordiska 

Näringsrekommendationerna, smaka gott och se aptitlig ut. Under 2023  har DRF bidragit 

med infografik ”Håll basen grön – både för din hälsa och miljön” denna finns tillgänglig 

på föreningens hemsida.  

DIETISTUTBILDNINGAR 

DRF:s ordförande och studeranderepresentanter har under året haft digitala 

informationsmöten med samtliga tre studieorter för att informera studenter om DRF och 

vad ett studentmedlemskap i DRF innebär. DRF:s ordförande har också medverkat vid 

ett digitalt möte om kunskapsprov för utländska dietister, vilket Umeå ansvarar fö
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KOMMUNIKATION OCH OPINION 
 

ARBETE MED DRF:S KOMMUNIKATION 
Under verksamhetsåret har DRF fortsatt med satsningen på DRF:s 

kommunikationsarbete. Det har bland annat handlat om att skapa mervärde för 

medlemmar genom föreläsningsserien “Lunch med DRF” samt uppmärksammande av 

dietister som synts i media samt flera debattartiklar som belyst dietistens arbete och 

kunskap. 

HEMSIDA 
Den 1 januari 2023 tecknade DRF avtal med en ny samarbetspartner Cyano Studios för 

server och underhåll av hemsidan. Dialog har fortsatt under året mellan DRFs 

hemsidagrupp, ordförande Kjell Olsson, Cyano Studios och ArcMember hur DRF kan 

förbättra inloggningsfunktionen till hemsidan.  

NYHETSBREV 
Under 2023 har DRF skickat nyhetsbrev två gånger per månad, (med uppehåll under 

sommaren) via ArcMembers administrationssystem för medlemshantering. Ansvarig i 

styrelsen för nyhetsbreven, Amanda Weimar, har också hanterat annonsering från 

privatsektorn. Styrelsen tog under året beslut om att höja avgiften för annonsering till en 

annons för 5000:- och 3 annonser för 12 000:- 

LUNCH MED DRF 
Lunch med DRF startades 2020 för att skapa ett forum där dietister i olika verksamheter 

enkelt och informellt kan berätta och delge sina erfarenheter. Under 2023 erbjöds dessa 

lunchföreläsningar vid åtta tillfällen. Webbinarierna har spelats in och finns tillgängliga 

på medlemssidan av DRF:s hemsida.  

YOUTUBE 
Under 2020 skapades en Youtube-kanal (“Dietisternas Riksförbund DRF”) för att samla 

inspelade presentationer och föreläsningar. Under 2022 och 2023 har inspelade 

föreläsningar och utbildningar som DRF varit med och arrangerat publicerats på kanalen. 

Bland annat finns tidigare föreläsningar från  DRFs kongresser att tillgå. 
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BESVARADE REMISSER 
 

Den mest centrala delen i samarbetet mellan remiss- och sektionsansvarig, Rebeka 

Bereczky Veress, i DRF:s styrelse samt sektionerna inom DRF är kommunikationen kring 

aktuella remisser. I samband med att nya kunskapsstöd släpps av kunskapsstyrningen för 

hälso- och sjukvård (vid 4 tillfällen per år) skickar remissansvarig ut information om 

remisserna till berörda sektioner och samlar därefter in återkoppling från sektionerna 

under svarsperioden. Remissvaren skickas därefter in till kunskapsstyrningen av DRF, 

samt publiceras på DRF:s hemsida. De remissvar som skickats in under det senaste 

verksamhetsåret är följande: 

● NVP Akut lymfatisk leukemi, barn (Min vårdplan) – remissvar från DIO 

        (Dietister inom onkologi) 

● NVP Hodgkins Lymfom – remissvar från DIO (Dietister inom onkologi) 

● Diabetes – glukossänkande läkemedelsbehandling vid typ 2- diabetes – 

        remissvar från DRF:s sektion för diabetes 

● NVP Höftfraktur – remissvar från SiGN (Sektionen för Gerontologisk och 

        Geriatrisk nutrition) 

● Nationellt vårdprogram för livmoderkroppscancer 2024 – remissvar från DIO 

        (Dietister inom onkologi) 

● NVP Neuroendokrina Buktumörer – remissvar från DIO (Dietister inom 

        onkologi) 

● NVP Bukspottskörtelcancer – remissvar från DIO (Dietister inom onkologi) 

● Remiss vägledning och kliniskt kunskapsstöd Digitala vårdmöten barn och 

        unga (Pediatriksektionen) 

 

WORKSHOPS, HEARINGS OCH SEMINARIER 
DRF har under 2023 bjudits in, deltagit och lämnat synpunkter vid flera workshops, 

hearings och seminarier. 

 

SOCIALSTYRELSEN 
● Hearing om utvecklad nationell demensstrategi 

● Dialogmöte med Nationella Vårdkompetensrådet 

 

ÖVRIGA AKTIVITETER 
 

● Webinar om NNR 2023 

● Workshop om NPF 

● Medverkan i ONCAs konferens om Malnutrition  

● Medverkan i Vårdarenan. 
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DRF I MEDIA 
Det löpande arbetet har under verksamhetsåret främst bestått i att omvärldsbevaka vad 

som rapporteras om dietister i media, samt hantera och göra inlägg på förbundets 

Facebooksida, i den slutna Facebookgruppen för medlemmar samt på DRF:s sida på 

Linked-In. 

 

DEBATTARTIKLAR 
DRF har under 2023 genomfört opinionsbildande aktiviteter bland annat genom 

sektioner, projektgrupper och styrelseengagemang. Bland annat i följande debattartiklar: 

 

● Räddande liv ska också kunna levas, satsa på rehabilitering från 

cancersjukdom, Sydsvenskan, 20231208 

● Vården behöver göra mer för miljön, Dagens Medicin, 20231017 

● Fler dietister behövs för att minska undernäring hos äldre, Dagens medicin, 

20231016 

● Hållbara och hälsosamma matvanor, Gastrokuriren, 20231006 

● Flytta fokus från individ till samhälle för att förebygga obesitas, Dagens 

Samhälle, 20230622 

● Rätten till vård på lika villkor får inte urholkas, Dagens Samhälle, 20230525 

● Sverige behöver en modern elevhälsa, Dagens Samhälle, 20230224 

● Vi vill se en statlig reglering av våra specialisttitlar, Dagens Medicin, 

20230222 

● Samhället har gjort det lätt att leva ohälsosamt, Dagens Nyheter, 20230102 

● DRF samarbetade med Naturvetarna och tog fram en cirkulärinsändare om 

behovet av kommundietister inom äldreomsorgen, där varje län fick relevant 

statistik för det geografiska området. Detta fick stor spridning i lokaltidningar, 

där DRFs styrelse känner till upp mot 20 publicerade artiklar i lokalpress. 

 

På DRF:s hemsida, drf.nu/sa-tycker-drf/debatt, finns alla debattartiklar samlade. 

 

ÖVRIGT KOMMUNIKATIONS- OCH OPINIONSARBETE 
● Porträtt och pressmeddelande i samband med utmärkelsen Årets Dietist  

● Inför avslutande prövningar för att bli dietist med specialistkompetens 

 

SOCIALA MEDIER - FACEBOOK 
Facebookgruppen DRF – Dietisternas riksförbund är offentlig och följs av 2200 

personer 2023, för se figur 2. 
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        Figur 2. Antal följare på Dietisternas Riksförbunds offentliga Facebooksida, år 2013–2023.. 

 

Facebookgruppen DRF – Dietisternas riksförbunds medlemmar är en sluten grupp 

dit endast medlemmar i förbundet bjuds in och har tillgång. Här är många kollegor aktiva 

och det ges möjlighet till interna yrkesspecifika diskussioner, information om lediga 

tjänster och stipendier med mera. Gruppen har 1225 medlemmar 2023 jämfört med 2022 

då gruppen hade 1300 medlemmar, se figur 3. En förklaring till minskningen är att 

medlemsansvariga i styrelsen varit mer aktiv i att kontrollera att dietister som väljer att 

gå ur DRF också avslutas i Facebookgruppen för medlemmar, då detta är en förmån i 

medlemskapet.  

 

 
                  Figur 3. Antal medlemmar på Dietisternas Riksförbunds slutna Facebookgrupp, år 2016–2023. 
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SOCIALA MEDIER - TWITTER 
DRF:s Twitterkonto @DietisternasRF är pausat sedan slutet av 2021 för då beslut togs att 

DRF skulle koncentrera sin aktivitet i andra mediakanaler.  

 

SOCIALA MEDIER - LINKEDIN 
På LinkedIn delas framförallt nyheter som rör de strategiska mål som finns listade ovan. 

DRF har 723 följare år 2023.  

 

MEDIABEVAKNING 
DRF:s kommunikationsansvariga Anna Jörnvi bevakar media bland annat med hjälp av 

medlemmar, sektioner och styrelse. Relevanta nyheter och inlägg uppmärksammas på 

DRF:s kanaler i sociala media. Vid behov har inspel gjorts från expertgrupper i DRF, för 

att lyfta dietistens kompetens, till exempel då information i media som nått ut till många 

i samhället behöver kommenteras.  

 

Dietister profileras ofta som experter och tillfrågas i specifika frågor. Dietister har under 

året medverkat i eller skrivit debattartiklar i lokalpress, dagstidningar och fackpress. 

Dietister har ofta en tydlig expertroll i media, fackpress, idrottsvärlden, på 

livsmedelsföretag och myndigheter och många syns regelbundet i media.
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EKONOMISK BERÄTTELSE 
RESULTATRAPPORT 

Tabell 2. Verksamhetsintäkter 2022–2023. 

 
Verksamhetsintäkter 

 

Not 
2

2023 
 

2022 

Delföreningsavgift/ 

Medlemsavgift 

1  

 

937 871  894 695 

Statliga projektpengar 2 1 685 553 1 329 910 

Aktivitetsbidrag 3 25 000 20 000 

Fortbildningsdagar 4 0 549 550 
Annonsintäkt 5 0 164 000 

Försäljning 6 15 550 40 725 

Övriga intäkter 7 31 849 2 531 

Summa intäkter  2 

2 695 823 

  

2 837 411 
 

 
Tabell 3. Verksamhetskostnader 2022–2023.  

 
Verksamhetskostnader 

N

Not 
 

2023 

 

2022 

Personalkostnader  -1 784 292 -2 023 826 

Resekostnader  -97 815 -71 999 

Kost, logi. lokalhyra  -162 485 -93 282 

Konsultarvoden 8 -7 500 -70 683 

Trycksaker 9 -20 000 -65 174 

Telefonkostnader  -4356 -4132 

Medlems-och 

föreningsavgifter 
10 -64 936 -50 628 

Hemsida  -32 701 -38 351 

Stipendier 11 -31 000 -26 000 

Redovisning 12 -150 063 -185 113 

Gåvor  0 -8592 

Porto  -2464 -2375 

Kontorsmaterial  -5582 -7723 

Övriga externa tjänster 13 -160 667 -4125 

Övriga kostnader 14 

 

-114 247 -313 220 

Summa kostnader   -2 638 108 -2 965 223 
 

Tabell 4. Ränteintäkter 2022–2023. 

 

Ränteintäkter 
N

Not 
 

2023 
 

2022 

Ränteintäkter från bank  53 520 4008 

skattefria ränteintäkter  287 0 

Summa ränteintäkter  53 807 4027 

 

 

 

 

 

Transaktion 09222115557515016550 Signerat KO, AJ, CS, AB, AW, SRC, RBV, LG, MF



 

42 

 

 

Tabell 5. Räntekostnader 2022–2023. 

 

Räntekostnader 
 

Not 
 

2023 
 

2022 

Räntekostnad leverantörer  0 0 

Kostnad ränta skattekonto  -89 -164 

Summa räntekostnader  -89 -164 

 

 

 

Tabell 6. Verksamhetsresultat 2022 och 2023. 

 2023 2022 

Verksamhetsresultat 111 434 -123 949 

 

 

 

BALANSRAPPORT 
 
Tabell 7. Balansrapport 2023. 

Tillgångar Ingående balans Period Utgående balans 
Fodringar 91 555 -79 308 12 247 

Kassa och bank 4 375 067 267 819 4 643 331 

Summa tillgångar 4 467 067 188 511 4 655 578 

 

 

 
Tabell 8. Eget kapital, avsättningar och skulder 2023. 

Eget kapital , avsättningar och skulder Ingående 
balans 

Period Utgående 

balans 
Eget kapital , avsättningar och skulder - 

-4 299 952 

- 

-111 434 

- 

-4 411 385 

kortfristiga skulder - 

-167 116 

- 

-77 077 

- 

-244 193 

Summa eget kapital, avsättningar och 

skulder 

-

-4 467 067 

-

-188 511 

-

-4 655 578 

 

 

Beräknat resultat      0 0 0 
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NOTER 

EKONOMISK BERÄTTELSE 2023 
 

1. Delföreningsavgift från naturvetarna från 2022 då de tidigare skötte vår 

        medlemshantering. Nu när DRF är fristående från Naturvetarna betalar 

        medlemmarna sin medlemsavgift direkt till DRF. 

2. Statligt bidrag och Vinnovafinansiering av Levnadsvaneprojektet 

3. Bidrag från Naturvetarna.   

4. Intäkter från Kongressen 2022 samt konferens Mat och Cancer 2022. 

5. DRF har år 2023 haft en annonsintäkt på 30 000kr men en annons från 2022 skulle 

        krediteras med beloppet 30 000kr, där av att intäkterna för annonsering summeras 

        till 0. 

6. Försäljning av böcker sektion för DiMMs och försäljning av broschyrer av 

        sektionen för njurmedicin.  

7. Portointäkter, ansökningar till Specialistbedömarnämnden, stipendier som ej 

        kunnat nyttjas 2022 samt arbete åt externa uppdragsgivare. 

8. Köpta tjänster från Mersmak Kommunikation. 

9. Tryckmaterial kopplat till levnadsvaneprojektet. 

10. Kostnader för medlemskap i bl a EFAD, ICDA och Nationella Rådet för Palliativ 

        Vård. 

11. Utbetalda stipendier. 

12. Kostnader för redovisning. 

13. Tjänst för medlemshantering, programvaror samt andra köpta tjänster och 

        programvaror kopplade till levnadsvaneprojektet. 

14. Bland annat revisionskostnader för DRF övergripande och levnadsvaneprojektet 

        samt utställningsavgifter och andra tjänster kopplade till levnadsvaneprojektet.  
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Dietisternas Riksförbundsstyrelse 
Den 21 mars 2024 

 

 

Kjell Olsson   Anna Jörnvi   Clara Svensson  
Ordförande  Vice ordförande Kassör 

 

 

Anne-Li Bjärneryd   Amanda Weimar  Sophie Rodebjer Cairns  
Sekreterare  Ledamot  Ledamot 

 

 

Rebeka Bereczky Veress Lotta Gustavsson Matilda Fyrqvist  
Ledamot              Studentrepresentant Studentrepresentant 
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Digital Signature Documentation

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Purpose

2. Overview

2.1 Digital Signatures

2.2 Cryptographic Hash Functions

2.3 Key-based digital signatures

2.4 Keyless digital signatures for durability

2.5 Verifiable timestamps using keyless signatures

3. How to Verify the Evidence Package

3.1 Extracting the Signature

3.2 Parsing the Signature

3.3 Checking the Document

3.4 Checking the Signature

3.5 Checking the Publication

3.6 Conclusion

4. Hash Functions

5. Extracting the Signing Time

6. Extending the TimeSignature

7. References

1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:

[image: Icon_02.png]



By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

		Time		CES		IP address and User-Agent		Event

		2024-04-11 21:04:23.954862 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      94.254.63.245
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36
      
    		
      
        The initiator Kjell Olsson (KO) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-07-10 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    

		2024-04-11 21:04:23.954862 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (anna.jornvi@drf.nu) to Anna Jörnvi (AJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2024-04-11 21:04:23.954862 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (clara.svensson@drf.nu) to Clara Svensson (CS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2024-04-11 21:04:23.954862 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (anne-li.bjarneryd@drf.nu) to Anne-Li Bjärneryd (AB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2024-04-11 21:04:23.954862 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (amanda.weimar@drf.nu) to Amanda Weimar (AW). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2024-04-11 21:04:23.954862 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (sophie.cairns@drf.nu) to Sophie Rodebjer Cairns (SRC). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2024-04-11 21:04:23.954862 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (rebeka.bereczky@drf.nu) to Rebeka Bereczky Veress (RBV). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2024-04-11 21:04:23.954862 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (lotta.gustavsson@drf.nu) to Lotta Gustavsson (LG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2024-04-11 21:04:23.954862 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (matilda.fyrqvist@drf.nu) to Matilda Fyrqvist (MF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    

		2024-04-11 21:04:24.453934 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      94.254.63.245
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36
      
    		
      
        The signatory Kjell Olsson (KO) signed the document.
      

    

		2024-04-11 21:04:25.766427 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anna Jörnvi (AJ) was delivered.
      

    

		2024-04-11 21:04:25.782884 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Clara Svensson (CS) was delivered.
      

    

		2024-04-11 21:04:25.798775 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sophie Rodebjer Cairns (SRC) was delivered.
      

    

		2024-04-11 21:04:25.81771 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Matilda Fyrqvist (MF) was delivered.
      

    

		2024-04-11 21:04:31.709056 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anne-Li Bjärneryd (AB) was delivered.
      

    

		2024-04-11 21:04:31.724568 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Amanda Weimar (AW) was delivered.
      

    

		2024-04-11 21:04:31.739515 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Rebeka Bereczky Veress (RBV) was delivered.
      

    

		2024-04-11 21:04:31.754882 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lotta Gustavsson (LG) was delivered.
      

    

		2024-04-11 21:04:37.743758 UTC ±17 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to matilda.fyrqvist@drf.nu was opened.
      

    

		2024-04-11 21:08:56.142232 UTC ±19 ms		2024-04-11 20:35:00.265096 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to amanda.weimar@drf.nu was opened.
      

    

		2024-04-11 22:25:41.620074 UTC ±188 ms		2024-04-11 21:35:01.829664 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to amanda.weimar@drf.nu was opened.
      

    

		2024-04-12 05:50:40.599959 UTC ±56 ms		2024-04-12 05:35:17.64268 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to rebeka.bereczky@drf.nu was opened.
      

    

		2024-04-12 05:50:43.657364 UTC ±57 ms		2024-04-12 05:35:17.64268 UTC		
      217.31.161.169
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Safari/605.1.15
      
    		
      
        The party Rebeka Bereczky Veress (RBV) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-12 05:51:14.637103 UTC ±58 ms		2024-04-12 05:35:17.64268 UTC		
      217.31.161.169
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.2 Safari/605.1.15
      
    		
      
        The signatory Rebeka Bereczky Veress (RBV) signed the document.
      

    

		2024-04-12 06:14:28.185169 UTC ±143 ms		2024-04-12 05:35:17.64268 UTC		
      92.32.97.118
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Mobile/15E148 Safari/604.1
      
    		
      
        The party Lotta Gustavsson (LG) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-12 06:14:29.6706 UTC ±143 ms		2024-04-12 05:35:17.64268 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to lotta.gustavsson@drf.nu was opened.
      

    

		2024-04-12 06:14:54.535018 UTC ±145 ms		2024-04-12 05:35:17.64268 UTC		
      92.32.97.118
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Mobile/15E148 Safari/604.1
      
    		
      
        The signatory Lotta Gustavsson (LG) signed the document.
      

    

		2024-04-12 06:28:02.730086 UTC ±193 ms		2024-04-12 05:35:17.64268 UTC		
      78.69.51.178
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36
      
    		
      
        The party Anna Jörnvi (AJ) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-12 06:28:03.978288 UTC ±193 ms		2024-04-12 05:35:17.64268 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to anna.jornvi@drf.nu was opened.
      

    

		2024-04-12 06:28:32.407951 UTC ±195 ms		2024-04-12 05:35:17.64268 UTC		
      78.69.51.178
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36
      
    		
      
        The signatory Anna Jörnvi (AJ) signed the document.
      

    

		2024-04-12 06:42:32.634813 UTC ±4 ms		2024-04-12 06:35:20.070998 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to clara.svensson@drf.nu was opened.
      

    

		2024-04-12 06:42:34.701766 UTC ±4 ms		2024-04-12 06:35:20.070998 UTC		
      84.217.87.205
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1
      
    		
      
        The party Clara Svensson (CS) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-12 06:43:02.362319 UTC ±5 ms		2024-04-12 06:35:20.070998 UTC		
      84.217.87.205
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5 Mobile/15E148 Safari/604.1
      
    		
      
        The signatory Clara Svensson (CS) signed the document.
      

    

		2024-04-12 07:38:53.240667 UTC ±5 ms		2024-04-12 07:35:22.357665 UTC		
      83.252.230.91
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.3.1 Mobile/15E148 Safari/604.1
      
    		
      
        The party Amanda Weimar (AW) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-12 07:38:57.631418 UTC ±5 ms		2024-04-12 07:35:22.357665 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to amanda.weimar@drf.nu was opened.
      

    

		2024-04-12 07:39:11.233004 UTC ±5 ms		2024-04-12 07:35:22.357665 UTC		
      83.252.230.91
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.3.1 Mobile/15E148 Safari/604.1
      
    		
      
        The signatory Amanda Weimar (AW) signed the document.
      

    

		2024-04-12 09:32:25.240973 UTC ±210 ms		2024-04-12 08:35:23.850097 UTC		
      90.141.7.151
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Mobile/15E148 Safari/604.1
      
    		
      
        The party Matilda Fyrqvist (MF) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-12 09:33:06.110321 UTC ±213 ms		2024-04-12 08:35:23.850097 UTC		
      90.141.7.151
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 16_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Mobile/15E148 Safari/604.1
      
    		
      
        The signatory Matilda Fyrqvist (MF) signed the document.
      

    

		2024-04-12 11:08:03.93097 UTC ±30 ms		2024-04-12 10:35:27.709246 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to rebeka.bereczky@drf.nu was opened.
      

    

		2024-04-12 12:12:13.593403 UTC ±34 ms		2024-04-12 11:35:30.057817 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to matilda.fyrqvist@drf.nu was opened.
      

    

		2024-04-14 16:19:42.739004 UTC ±40 ms		2024-04-14 15:37:35.566631 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to anne-li.bjarneryd@drf.nu was opened.
      

    

		2024-04-14 16:19:48.327173 UTC ±40 ms		2024-04-14 15:37:35.566631 UTC		
      176.10.201.244
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0
      
    		
      
        The party Anne-Li Bjärneryd (AB) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-14 16:20:17.36982 UTC ±40 ms		2024-04-14 15:37:35.566631 UTC		
      176.10.201.244
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0
      
    		
      
        The signatory Anne-Li Bjärneryd (AB) signed the document.
      

    

		2024-04-15 05:48:17.9219 UTC ±10 ms		2024-04-15 05:38:09.723222 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to amanda.weimar@drf.nu was opened.
      

    

		2024-04-15 09:24:13.184844 UTC ±50 ms		2024-04-15 08:38:14.827118 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to sophie.cairns@drf.nu was opened.
      

    

		2024-04-15 09:24:18.679418 UTC ±50 ms		2024-04-15 08:38:14.827118 UTC		
      94.194.102.237
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0
      
    		
      
        The party Sophie Rodebjer Cairns (SRC) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2024-04-15 09:24:44.51865 UTC ±50 ms		2024-04-15 08:38:14.827118 UTC		
      94.194.102.237
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0
      
    		
      
        The signatory Sophie Rodebjer Cairns (SRC) signed the document.
      

    

		2024-04-15 09:24:44.51865 UTC ±50 ms		2024-04-15 08:38:14.827118 UTC		
      
      
        
      
    		
      
        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]

 be a set of the clock error samples (in seconds). Let [image: 2.png]

, [image: 3.png]

.

		Let [image: 4.png]

 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]

.

		Let [image: 7.png]

, [image: 8.png]

 be the the empirical distribution function.

		Let [image: 9.png]

 be the size of discretized value space, [image: 10.png]

. Let [image: 11.png]

 be the discretized value space, [image: 12.png]

 be the set of data points representing empirical distribution function, [image: 13.png]

 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]

 and [image: 15.png]

 to assess the accuracy of the estimation.

		[image: 16.png]

 is the estimated probability that the clock error is smaller than [image: 17.png]

 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.05 ms

		standard deviation: 1.43 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈91.846%

		|e| < 5 ms: ≈99.951%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-03-04 17:00:20.530493 UTC and 2024-04-15 08:38:14.827118 UTC:

		Time collected		Clock offset

		2024-03-04 17:00:20.530493		-0.3 ms

		2024-03-04 18:00:22.814397		1.6 ms

		2024-03-04 19:00:24.682465		-0.8 ms

		2024-03-04 20:00:26.551291		0.1 ms

		2024-03-04 21:00:28.198231		1.4 ms

		2024-03-04 22:00:29.914128		-1.5 ms

		2024-03-04 23:00:32.092983		-0.7 ms

		2024-03-05 00:00:33.961564		-2.7 ms

		2024-03-05 01:00:36.42969		-0.7 ms

		2024-03-05 02:00:39.685464		-3.0 ms

		2024-03-05 03:00:42.071308		-0.4 ms

		2024-03-05 04:00:44.615586		1.1 ms

		2024-03-05 05:00:46.003336		-0.5 ms

		2024-03-05 06:00:49.631952		-0.2 ms

		2024-03-05 07:00:51.649342		-1.0 ms

		2024-03-05 08:00:53.744107		1.7 ms

		2024-03-05 09:00:55.497556		-0.3 ms

		2024-03-05 10:00:57.081536		2.1 ms

		2024-03-05 11:00:58.916222		1.5 ms

		2024-03-05 12:01:00.850901		0.6 ms

		2024-03-05 13:01:02.755374		1.2 ms

		2024-03-05 14:01:04.898236		0.9 ms

		2024-03-05 15:01:06.570989		1.5 ms

		2024-03-05 16:01:08.269196		2.1 ms

		2024-03-05 17:01:09.93171		2.2 ms

		2024-03-05 18:01:12.556185		0.7 ms

		2024-03-05 19:01:14.652607		-1.1 ms

		2024-03-05 20:01:16.04714		-1.6 ms

		2024-03-05 21:01:17.922348		0.3 ms

		2024-03-05 22:01:19.963829		-1.6 ms

		2024-03-05 23:01:21.691059		0.3 ms

		2024-03-06 00:01:23.297867		-1.1 ms

		2024-03-06 01:01:26.155947		-0.3 ms

		2024-03-06 02:01:29.553467		0.4 ms

		2024-03-06 03:01:31.786494		-1.2 ms

		2024-03-06 04:01:33.472284		2.6 ms

		2024-03-06 05:01:35.238179		-1.0 ms

		2024-03-06 06:01:37.051842		-0.6 ms

		2024-03-06 07:01:38.681086		1.2 ms

		2024-03-06 08:01:40.404214		2.4 ms

		2024-03-06 09:01:41.901644		-0.7 ms

		2024-03-06 10:01:44.058549		-0.2 ms

		2024-03-06 11:01:45.997297		0.4 ms

		2024-03-06 12:01:47.675688		1.7 ms

		2024-03-06 13:01:49.445652		-0.8 ms

		2024-03-06 14:01:50.963748		-1.9 ms

		2024-03-06 15:01:52.632837		0.4 ms

		2024-03-06 16:01:55.446212		1.9 ms

		2024-03-06 17:01:57.026729		2.4 ms

		2024-03-06 18:01:58.554253		1.9 ms

		2024-03-06 19:02:02.791181		-1.3 ms

		2024-03-06 20:02:05.427305		-0.1 ms

		2024-03-06 21:02:08.408619		-1.6 ms

		2024-03-06 22:02:10.228605		-2.6 ms

		2024-03-06 23:02:13.862769		1.7 ms

		2024-03-07 00:02:16.453328		-0.8 ms

		2024-03-07 01:02:18.476017		1.5 ms

		2024-03-07 02:02:20.930539		-0.7 ms

		2024-03-07 03:02:22.969148		-0.1 ms

		2024-03-07 04:02:24.747299		-0.3 ms

		2024-03-07 05:02:26.746976		-1.2 ms

		2024-03-07 06:02:30.661989		1.6 ms

		2024-03-07 07:02:33.11217		-0.7 ms

		2024-03-07 08:02:35.435364		-1.4 ms

		2024-03-07 09:02:37.127412		-0.3 ms

		2024-03-07 10:02:39.135623		1.2 ms

		2024-03-07 11:02:42.287223		0.2 ms

		2024-03-07 12:02:44.048476		0.1 ms

		2024-03-07 13:02:46.241895		1.4 ms

		2024-03-07 14:02:48.044197		-1.0 ms

		2024-03-07 15:02:49.595867		1.6 ms

		2024-03-07 16:02:51.890897		0.4 ms

		2024-03-07 17:02:54.024177		0.3 ms

		2024-03-07 18:02:55.724854		-2.4 ms

		2024-03-07 19:02:58.102839		1.4 ms

		2024-03-07 20:03:00.998207		1.3 ms

		2024-03-07 21:03:02.725144		-0.7 ms

		2024-03-07 22:03:04.494022		0.1 ms

		2024-03-07 23:03:06.323407		-1.4 ms

		2024-03-08 00:03:08.073726		-1.3 ms

		2024-03-08 01:03:10.276417		-2.0 ms

		2024-03-08 02:03:12.282739		-3.5 ms

		2024-03-08 03:03:15.155648		-2.6 ms

		2024-03-08 04:03:18.011875		-1.1 ms

		2024-03-08 05:03:20.025291		-0.9 ms

		2024-03-08 06:03:22.073184		1.7 ms

		2024-03-08 07:03:23.760499		-0.4 ms

		2024-03-08 08:03:25.964675		0.4 ms

		2024-03-08 09:03:28.091457		0.8 ms

		2024-03-08 10:03:31.37905		0.3 ms

		2024-03-08 11:03:33.355952		1.3 ms

		2024-03-08 12:03:34.950415		3.0 ms

		2024-03-08 13:03:36.582305		-0.7 ms

		2024-03-08 14:03:38.167252		1.8 ms

		2024-03-08 15:03:39.895505		1.7 ms

		2024-03-08 16:03:41.614719		0.5 ms

		2024-03-08 17:03:43.445285		-1.3 ms

		2024-03-08 18:03:45.63965		0.3 ms

		2024-03-08 19:03:47.683526		-0.2 ms

		2024-03-08 20:03:50.540701		1.4 ms

		2024-03-08 21:03:52.611927		-0.7 ms

		2024-03-08 22:03:55.16003		0.6 ms

		2024-03-08 23:03:57.323027		-0.8 ms

		2024-03-09 00:04:00.803685		-1.9 ms

		2024-03-09 01:04:02.934098		-1.1 ms

		2024-03-09 02:04:06.03498		1.4 ms

		2024-03-09 03:04:09.170524		-1.3 ms

		2024-03-09 04:04:10.657972		-0.5 ms

		2024-03-09 05:04:13.07149		2.2 ms

		2024-03-09 06:04:15.080174		1.2 ms

		2024-03-09 07:04:17.779543		1.4 ms

		2024-03-09 08:04:19.44298		-0.6 ms

		2024-03-09 09:04:21.546099		2.3 ms

		2024-03-09 10:04:23.688498		-0.2 ms

		2024-03-09 11:04:25.562946		2.0 ms

		2024-03-09 12:04:26.982829		1.0 ms

		2024-03-09 13:04:28.545236		-0.7 ms

		2024-03-09 14:04:30.2779		-0.7 ms

		2024-03-09 15:04:33.039306		-0.7 ms

		2024-03-09 16:04:35.557421		0.1 ms

		2024-03-09 17:04:37.844708		-0.2 ms

		2024-03-09 18:04:39.397786		1.2 ms

		2024-03-09 19:04:41.521277		2.0 ms

		2024-03-09 20:04:43.359449		0.9 ms

		2024-03-09 21:04:45.424232		-1.4 ms

		2024-03-09 22:04:47.204506		1.6 ms

		2024-03-09 23:04:49.597306		-1.5 ms

		2024-03-10 00:04:51.196387		-1.5 ms

		2024-03-10 01:04:53.26056		-1.6 ms

		2024-03-10 02:04:56.185931		-2.0 ms

		2024-03-10 03:04:58.44407		-0.6 ms

		2024-03-10 04:05:00.930211		-1.6 ms

		2024-03-10 05:05:03.781708		0.5 ms

		2024-03-10 06:05:06.199768		1.3 ms

		2024-03-10 07:05:07.856448		-0.6 ms

		2024-03-10 08:05:09.398479		0.9 ms

		2024-03-10 09:05:12.006397		0.7 ms

		2024-03-10 10:05:14.014421		-0.6 ms

		2024-03-10 11:05:16.195615		-0.4 ms

		2024-03-10 12:05:19.355303		1.3 ms

		2024-03-10 13:05:22.697212		1.4 ms

		2024-03-10 14:05:25.206038		-0.4 ms

		2024-03-10 15:05:26.890399		-0.3 ms

		2024-03-10 16:05:30.084589		-0.7 ms

		2024-03-10 17:05:32.058376		-0.7 ms

		2024-03-10 18:05:34.2324		-1.7 ms

		2024-03-10 19:05:35.779437		-1.5 ms

		2024-03-10 20:05:37.351655		-0.3 ms

		2024-03-10 21:05:39.599642		-0.2 ms

		2024-03-10 22:05:41.49651		0.9 ms

		2024-03-10 23:05:43.265913		0.7 ms

		2024-03-11 00:05:44.784142		-1.1 ms

		2024-03-11 01:05:47.367529		-1.5 ms

		2024-03-11 02:05:49.133107		-1.2 ms

		2024-03-11 03:05:51.049694		-2.0 ms

		2024-03-11 04:05:53.903788		-1.1 ms

		2024-03-11 05:05:56.571751		-0.6 ms

		2024-03-11 06:05:58.494473		0.3 ms

		2024-03-11 07:06:00.484903		-1.4 ms

		2024-03-11 08:06:02.23844		0.5 ms

		2024-03-11 09:06:03.749436		0.7 ms

		2024-03-11 10:06:05.62381		1.9 ms

		2024-03-11 11:06:07.71403		2.1 ms

		2024-03-11 12:06:09.513353		-1.1 ms

		2024-03-11 13:06:11.389501		-0.1 ms

		2024-03-11 14:06:12.904475		-0.7 ms

		2024-03-11 15:06:14.938552		1.1 ms

		2024-03-11 16:06:16.525991		0.2 ms

		2024-03-11 17:06:18.243199		1.0 ms

		2024-03-11 18:06:19.931953		-0.6 ms

		2024-03-11 19:06:21.58707		-0.5 ms

		2024-03-11 20:06:23.295509		1.2 ms

		2024-03-11 21:06:25.217666		-2.0 ms

		2024-03-11 22:06:26.894857		-0.8 ms

		2024-03-11 23:06:29.118766		0.0 ms

		2024-03-12 00:06:31.411717		0.0 ms

		2024-03-12 01:06:34.356311		-0.4 ms

		2024-03-12 02:06:36.623392		1.1 ms

		2024-03-12 03:06:38.399746		1.1 ms

		2024-03-12 04:06:41.528752		-2.5 ms

		2024-03-12 05:06:44.181676		1.2 ms

		2024-03-12 06:06:48.088496		-1.9 ms

		2024-03-12 07:06:50.239449		3.8 ms

		2024-03-12 08:06:52.908354		-0.8 ms

		2024-03-12 09:06:54.424127		-1.6 ms

		2024-03-12 10:06:56.598171		0.8 ms

		2024-03-12 11:06:58.95274		4.8 ms

		2024-03-12 12:07:00.610889		1.8 ms

		2024-03-12 13:07:02.260446		1.6 ms

		2024-03-12 14:07:04.527026		0.3 ms

		2024-03-12 15:07:08.187806		-0.2 ms

		2024-03-12 16:07:09.713051		5.7 ms

		2024-03-12 17:07:11.945628		0.4 ms

		2024-03-12 18:07:13.64612		0.7 ms

		2024-03-12 19:07:16.757249		-2.8 ms

		2024-03-12 20:07:19.837411		-0.5 ms

		2024-03-12 21:07:21.868358		1.4 ms

		2024-03-12 22:07:23.847464		1.0 ms

		2024-03-12 23:07:26.434433		-0.1 ms

		2024-03-13 00:07:28.447017		-0.7 ms

		2024-03-13 01:07:31.053095		-0.1 ms

		2024-03-13 02:07:32.645021		-2.0 ms

		2024-03-13 03:07:36.228227		-1.2 ms

		2024-03-13 04:07:38.537794		-0.2 ms

		2024-03-13 05:07:40.672503		-0.8 ms

		2024-03-13 06:07:42.637732		2.4 ms

		2024-03-13 07:07:44.803459		0.6 ms

		2024-03-13 08:07:46.990467		1.7 ms

		2024-03-13 09:07:48.987818		0.2 ms

		2024-03-13 10:07:51.578739		0.5 ms

		2024-03-13 11:07:54.658146		-0.8 ms

		2024-03-13 12:07:56.116831		-0.7 ms

		2024-03-13 13:07:58.644065		1.8 ms

		2024-03-13 14:08:00.246383		-0.3 ms

		2024-03-13 15:08:02.746618		-0.4 ms

		2024-03-13 16:08:05.163761		1.1 ms

		2024-03-13 17:08:07.338236		-1.4 ms

		2024-03-13 18:08:08.888468		-3.0 ms

		2024-03-13 19:08:10.738294		-2.1 ms

		2024-03-13 20:08:12.696987		-1.2 ms

		2024-03-13 21:08:14.84986		1.1 ms

		2024-03-13 22:08:16.772058		-1.3 ms

		2024-03-13 23:08:18.359839		0.2 ms

		2024-03-14 00:08:20.709536		-0.4 ms

		2024-03-14 01:08:23.106355		-0.3 ms

		2024-03-14 02:08:24.781186		-1.0 ms

		2024-03-14 03:08:27.881103		0.7 ms

		2024-03-14 04:08:31.203223		2.3 ms

		2024-03-14 05:08:33.87378		2.0 ms

		2024-03-14 06:08:36.294153		2.6 ms

		2024-03-14 07:08:40.228473		1.5 ms

		2024-03-14 08:08:41.775288		0.0 ms

		2024-03-14 09:08:44.564887		1.0 ms

		2024-03-14 10:08:46.471471		-0.1 ms

		2024-03-14 11:08:48.295865		0.3 ms

		2024-03-14 12:08:49.970296		1.2 ms

		2024-03-14 13:08:51.507556		0.9 ms

		2024-03-14 14:08:53.290654		0.9 ms

		2024-03-14 15:08:54.958215		-0.7 ms

		2024-03-14 16:08:57.107331		0.0 ms

		2024-03-14 17:08:59.457181		0.7 ms

		2024-03-14 18:09:02.009905		-2.0 ms

		2024-03-14 19:09:04.053963		-1.3 ms

		2024-03-14 20:09:07.30374		-2.3 ms

		2024-03-14 21:09:10.778606		-2.1 ms

		2024-03-14 22:09:13.330856		-2.3 ms

		2024-03-14 23:09:15.487917		1.1 ms

		2024-03-15 00:09:18.804091		0.5 ms

		2024-03-15 01:09:20.351419		-0.2 ms

		2024-03-15 02:09:22.920099		-0.7 ms

		2024-03-15 03:09:25.41019		-1.5 ms

		2024-03-15 04:09:27.299702		-1.1 ms

		2024-03-15 05:09:30.465285		1.1 ms

		2024-03-15 06:09:32.424142		-0.4 ms

		2024-03-15 07:09:34.902386		-2.0 ms

		2024-03-15 08:09:37.050956		1.3 ms

		2024-03-15 09:09:40.073777		-1.9 ms

		2024-03-15 10:09:41.81935		0.7 ms

		2024-03-15 11:09:43.34685		2.5 ms

		2024-03-15 12:09:45.345388		-1.5 ms

		2024-03-15 13:09:47.64297		0.2 ms

		2024-03-15 14:09:49.859809		0.2 ms

		2024-03-15 15:09:51.398275		1.7 ms

		2024-03-15 16:09:53.120117		0.0 ms

		2024-03-15 17:09:55.65174		-1.4 ms

		2024-03-15 18:09:58.259635		0.8 ms

		2024-03-15 19:10:02.237017		-1.6 ms

		2024-03-15 20:10:04.793849		1.6 ms

		2024-03-15 21:10:07.082748		0.2 ms

		2024-03-15 22:10:09.303549		-0.7 ms

		2024-03-15 23:10:11.067245		-2.5 ms

		2024-03-16 00:10:13.307471		1.0 ms

		2024-03-16 01:10:15.759781		-1.3 ms

		2024-03-16 02:10:19.375016		-2.3 ms

		2024-03-16 03:10:22.640259		-2.8 ms

		2024-03-16 04:10:25.819965		0.2 ms

		2024-03-16 05:10:28.48956		-0.4 ms

		2024-03-16 06:10:30.99271		0.0 ms

		2024-03-16 07:10:33.154332		1.0 ms

		2024-03-16 08:10:36.127315		1.0 ms

		2024-03-16 09:10:38.633855		0.3 ms

		2024-03-16 10:10:41.775056		1.3 ms

		2024-03-16 11:10:43.898523		1.0 ms

		2024-03-16 12:10:46.316671		1.6 ms

		2024-03-16 13:10:48.735715		1.4 ms

		2024-03-16 14:10:51.383692		0.3 ms

		2024-03-16 15:10:53.162022		0.6 ms

		2024-03-16 16:10:55.994452		1.8 ms

		2024-03-16 17:10:58.103236		1.9 ms

		2024-03-16 18:10:59.970739		-0.8 ms

		2024-03-16 19:11:01.894426		-1.9 ms

		2024-03-16 20:11:05.513176		0.8 ms

		2024-03-16 21:11:07.583535		0.4 ms

		2024-03-16 22:11:09.667806		0.4 ms

		2024-03-16 23:11:11.702061		0.7 ms

		2024-03-17 00:11:13.192378		-0.5 ms

		2024-03-17 01:11:15.043654		1.0 ms

		2024-03-17 02:11:18.433161		-0.3 ms

		2024-03-17 03:11:20.536414		-1.3 ms

		2024-03-17 04:11:22.119882		-0.2 ms

		2024-03-17 05:11:24.976207		1.6 ms

		2024-03-17 06:11:28.675792		1.5 ms

		2024-03-17 07:11:31.176701		-1.3 ms

		2024-03-17 08:11:32.849132		2.5 ms

		2024-03-17 09:11:34.956026		2.6 ms

		2024-03-17 10:11:37.008826		1.8 ms

		2024-03-17 11:11:39.050291		1.7 ms

		2024-03-17 12:11:41.012412		-0.6 ms

		2024-03-17 13:11:45.085785		0.3 ms

		2024-03-17 14:11:47.498274		-1.2 ms

		2024-03-17 15:11:49.866121		0.6 ms

		2024-03-17 16:11:53.381081		-0.7 ms

		2024-03-17 17:11:55.611979		0.7 ms

		2024-03-17 18:11:57.311194		1.2 ms

		2024-03-17 19:12:01.039607		1.1 ms

		2024-03-17 20:12:03.023041		1.3 ms

		2024-03-17 21:12:05.159296		-0.7 ms

		2024-03-17 22:12:07.185457		-0.6 ms

		2024-03-17 23:12:08.896402		-1.3 ms

		2024-03-18 00:12:10.941195		-0.7 ms

		2024-03-18 01:12:12.67924		1.3 ms

		2024-03-18 02:12:14.829327		-0.1 ms

		2024-03-18 03:12:17.95234		-0.8 ms

		2024-03-18 04:12:19.542674		-1.0 ms

		2024-03-18 05:12:21.634149		-0.4 ms

		2024-03-18 06:12:24.164325		-0.3 ms

		2024-03-18 07:12:26.579466		-1.0 ms

		2024-03-18 08:12:29.64203		0.8 ms

		2024-03-18 09:12:31.071105		1.9 ms

		2024-03-18 10:12:33.43312		2.2 ms

		2024-03-18 11:12:36.092007		0.2 ms

		2024-03-18 12:12:37.635348		-0.4 ms

		2024-03-18 13:12:39.558855		0.0 ms

		2024-03-18 14:12:41.935662		2.6 ms

		2024-03-18 15:12:44.241804		2.1 ms

		2024-03-18 16:12:46.049785		0.2 ms

		2024-03-18 17:12:47.505093		-1.2 ms

		2024-03-18 18:12:49.008791		-0.8 ms

		2024-03-18 19:12:52.82783		-0.6 ms

		2024-03-18 20:12:55.948098		1.7 ms

		2024-03-18 21:12:58.311903		-1.3 ms

		2024-03-18 22:12:59.876053		-1.6 ms

		2024-03-18 23:13:01.427739		-1.6 ms

		2024-03-19 00:13:03.080001		-1.2 ms

		2024-03-19 01:13:05.166972		-1.0 ms

		2024-03-19 02:13:08.559609		-0.3 ms

		2024-03-19 03:13:11.680202		0.1 ms

		2024-03-19 04:13:14.210154		1.1 ms

		2024-03-19 05:13:16.921821		-0.5 ms

		2024-03-19 06:13:18.437485		-1.8 ms

		2024-03-19 07:13:20.54268		1.1 ms

		2024-03-19 08:13:22.42846		2.1 ms

		2024-03-19 09:13:24.394634		1.0 ms

		2024-03-19 10:13:26.048878		4.7 ms

		2024-03-19 11:13:27.670459		0.8 ms

		2024-03-19 12:13:29.460126		2.8 ms

		2024-03-19 13:13:31.725235		1.8 ms

		2024-03-19 14:13:33.213322		0.5 ms

		2024-03-19 15:13:34.748766		1.8 ms

		2024-03-19 16:13:36.319574		0.2 ms

		2024-03-19 17:13:38.643762		0.2 ms

		2024-03-19 18:13:40.97447		-1.6 ms

		2024-03-19 19:13:43.259191		-0.3 ms

		2024-03-19 20:13:46.1083		-1.4 ms

		2024-03-19 21:13:48.435399		0.9 ms

		2024-03-19 22:13:49.883645		-0.7 ms

		2024-03-19 23:13:51.542019		-1.2 ms

		2024-03-20 00:13:55.286769		-3.5 ms

		2024-03-20 01:13:57.241591		-2.4 ms

		2024-03-20 02:14:00.107121		0.8 ms

		2024-03-20 03:14:03.365722		1.0 ms

		2024-03-20 04:14:05.140647		-2.1 ms

		2024-03-20 05:14:08.476007		-0.7 ms

		2024-03-20 06:14:10.15912		0.6 ms

		2024-03-20 07:14:11.92261		2.9 ms

		2024-03-20 08:14:14.760461		-0.9 ms

		2024-03-20 09:14:16.268467		-1.2 ms

		2024-03-20 10:14:18.078591		-1.1 ms

		2024-03-20 11:14:19.854993		1.0 ms

		2024-03-20 12:14:21.502322		1.0 ms

		2024-03-20 13:14:22.986013		3.7 ms

		2024-03-20 14:14:24.986721		4.2 ms

		2024-03-20 15:14:26.969347		4.3 ms

		2024-03-20 16:14:28.815736		2.8 ms

		2024-03-20 17:14:30.639217		1.8 ms

		2024-03-20 18:14:34.235892		0.5 ms

		2024-03-20 19:14:37.862077		0.1 ms

		2024-03-20 20:14:39.46967		-0.1 ms

		2024-03-20 21:14:41.994998		1.3 ms

		2024-03-20 22:14:45.492249		1.6 ms

		2024-03-20 23:14:47.079824		2.2 ms

		2024-03-21 00:14:49.567849		0.9 ms

		2024-03-21 01:14:53.728142		2.1 ms

		2024-03-21 02:14:56.17686		1.1 ms

		2024-03-21 03:14:58.394431		0.7 ms

		2024-03-21 04:15:01.224453		1.1 ms

		2024-03-21 05:15:03.754852		1.5 ms

		2024-03-21 06:15:06.777509		-4.5 ms

		2024-03-21 07:15:09.094642		-2.1 ms

		2024-03-21 08:15:11.64408		0.2 ms

		2024-03-21 09:15:13.192798		1.1 ms

		2024-03-21 10:15:14.758996		0.3 ms

		2024-03-21 11:15:16.31167		1.3 ms

		2024-03-21 12:15:18.00114		3.5 ms

		2024-03-21 13:15:19.664719		-1.1 ms

		2024-03-21 14:15:21.87514		0.8 ms

		2024-03-21 15:15:24.364013		-0.4 ms

		2024-03-21 16:15:27.267002		-0.9 ms

		2024-03-21 17:15:29.533017		0.6 ms

		2024-03-21 18:15:33.276478		0.9 ms

		2024-03-21 19:15:35.122531		-1.5 ms

		2024-03-21 20:15:39.282692		-1.2 ms

		2024-03-21 21:15:40.848476		-2.2 ms

		2024-03-21 22:15:42.576218		-2.4 ms

		2024-03-21 23:15:45.659442		0.2 ms

		2024-03-22 00:15:47.766368		-2.6 ms

		2024-03-22 01:15:49.637681		0.1 ms

		2024-03-22 02:15:52.951616		-2.0 ms

		2024-03-22 03:15:54.674015		0.3 ms

		2024-03-22 04:15:59.084909		-1.3 ms

		2024-03-22 05:16:00.97342		-0.6 ms

		2024-03-22 06:16:03.118112		-1.3 ms

		2024-03-22 07:16:06.55077		1.8 ms

		2024-03-22 08:16:08.432599		1.5 ms

		2024-03-22 09:16:10.129406		2.4 ms

		2024-03-22 10:16:13.223735		0.8 ms

		2024-03-22 11:16:14.833346		-0.7 ms

		2024-03-22 12:16:17.110477		1.9 ms

		2024-03-22 13:16:18.831031		-0.8 ms

		2024-03-22 14:16:21.240756		0.1 ms

		2024-03-22 15:16:22.80542		-0.8 ms

		2024-03-22 16:16:24.408692		1.6 ms

		2024-03-22 17:16:26.27544		-1.9 ms

		2024-03-22 18:16:28.585949		1.0 ms

		2024-03-22 19:16:31.014111		0.4 ms

		2024-03-22 20:16:33.483184		-0.5 ms

		2024-03-22 21:16:35.6818		-2.0 ms

		2024-03-22 22:16:37.742565		-1.5 ms

		2024-03-22 23:16:40.808246		-2.5 ms

		2024-03-23 00:16:43.46308		-2.1 ms

		2024-03-23 01:16:45.42094		-1.4 ms

		2024-03-23 02:16:47.715244		0.5 ms

		2024-03-23 03:16:49.848989		-1.4 ms

		2024-03-23 04:16:51.92785		-0.6 ms

		2024-03-23 05:16:53.941767		1.3 ms

		2024-03-23 06:16:57.676094		-0.1 ms

		2024-03-23 07:16:59.880442		-0.1 ms

		2024-03-23 08:17:01.814641		1.1 ms

		2024-03-23 09:17:03.732264		1.4 ms

		2024-03-23 10:17:05.206599		-0.3 ms

		2024-03-23 11:17:08.069149		-0.6 ms

		2024-03-23 12:17:11.355164		-0.2 ms

		2024-03-23 13:17:14.318711		-0.4 ms

		2024-03-23 14:17:16.034123		0.1 ms

		2024-03-23 15:17:18.106053		-1.4 ms

		2024-03-23 16:17:20.879908		-1.3 ms

		2024-03-23 17:17:22.691322		1.4 ms

		2024-03-23 18:17:24.448908		1.7 ms

		2024-03-23 19:17:26.094495		1.2 ms

		2024-03-23 20:17:28.099876		-0.7 ms

		2024-03-23 21:17:31.674455		-1.2 ms

		2024-03-23 22:17:34.043007		-0.2 ms

		2024-03-23 23:17:36.154998		0.4 ms

		2024-03-24 00:17:38.63321		-1.2 ms

		2024-03-24 01:17:40.81477		-2.0 ms

		2024-03-24 02:17:42.539674		1.1 ms

		2024-03-24 03:17:44.410563		0.1 ms

		2024-03-24 04:17:45.913377		1.5 ms

		2024-03-24 05:17:47.663565		2.2 ms

		2024-03-24 06:17:51.066885		-0.2 ms

		2024-03-24 07:17:52.709517		0.5 ms

		2024-03-24 08:17:55.060332		2.3 ms

		2024-03-24 09:17:56.755141		0.6 ms

		2024-03-24 10:17:59.442444		0.0 ms

		2024-03-24 11:18:01.73028		0.8 ms

		2024-03-24 12:18:04.632013		0.3 ms

		2024-03-24 13:18:07.239099		0.0 ms

		2024-03-24 14:18:10.083545		-0.6 ms

		2024-03-24 15:18:11.92318		-0.5 ms

		2024-03-24 16:18:13.997179		2.9 ms

		2024-03-24 17:18:15.62505		-0.7 ms

		2024-03-24 18:18:19.052374		0.2 ms

		2024-03-24 19:18:21.308278		-2.1 ms

		2024-03-24 20:18:23.71859		-0.8 ms

		2024-03-24 21:18:25.391215		-0.7 ms

		2024-03-24 22:18:27.088644		-0.6 ms

		2024-03-24 23:18:29.142797		-1.0 ms

		2024-03-25 00:18:31.294428		-1.5 ms

		2024-03-25 01:18:33.589761		-1.7 ms

		2024-03-25 02:18:36.333339		0.6 ms

		2024-03-25 03:18:39.017265		0.8 ms

		2024-03-25 04:18:41.624366		0.4 ms

		2024-03-25 05:18:44.441511		-1.3 ms

		2024-03-25 06:18:47.399346		-0.6 ms

		2024-03-25 07:18:49.382111		-0.9 ms

		2024-03-25 08:18:51.36515		-0.8 ms

		2024-03-25 09:18:53.328385		1.8 ms

		2024-03-25 10:18:54.949175		4.1 ms

		2024-03-25 11:18:56.731912		1.3 ms

		2024-03-25 12:18:58.376229		-1.3 ms

		2024-03-25 13:19:00.051677		3.4 ms

		2024-03-25 14:19:01.804474		-1.5 ms

		2024-03-25 15:19:04.608574		-2.3 ms

		2024-03-25 16:19:07.271007		-0.3 ms

		2024-03-25 17:19:09.026015		-2.1 ms

		2024-03-25 18:19:12.556491		-0.9 ms

		2024-03-25 19:19:14.990362		-0.8 ms

		2024-03-25 20:19:18.579218		-2.1 ms

		2024-03-25 21:19:20.453555		0.7 ms

		2024-03-25 22:19:22.984417		0.3 ms

		2024-03-25 23:19:24.676368		0.3 ms

		2024-03-26 00:19:26.682727		-1.5 ms

		2024-03-26 01:19:28.725634		-0.5 ms

		2024-03-26 02:19:30.651887		-1.6 ms

		2024-03-26 03:19:33.182463		1.1 ms

		2024-03-26 04:19:36.886696		2.0 ms

		2024-03-26 05:19:38.983952		1.7 ms

		2024-03-26 06:19:40.880748		1.8 ms

		2024-03-26 07:19:43.017338		0.9 ms

		2024-03-26 08:19:45.220355		0.0 ms

		2024-03-26 09:19:47.173309		2.8 ms

		2024-03-26 10:19:48.620905		0.3 ms

		2024-03-26 11:19:50.94805		0.0 ms

		2024-03-26 12:19:52.924314		-1.2 ms

		2024-03-26 13:19:54.893535		0.9 ms

		2024-03-26 14:19:57.143166		1.3 ms

		2024-03-26 15:19:59.498024		0.6 ms

		2024-03-26 16:20:01.564181		4.3 ms

		2024-03-26 17:20:04.209981		-1.2 ms

		2024-03-26 18:20:06.66754		-0.3 ms

		2024-03-26 19:20:09.753414		-1.2 ms

		2024-03-26 20:20:11.431657		-0.2 ms

		2024-03-26 21:20:15.106161		0.8 ms

		2024-03-26 22:20:16.963152		-1.7 ms

		2024-03-26 23:20:18.783246		-1.8 ms

		2024-03-27 00:20:20.359203		-1.8 ms

		2024-03-27 01:20:21.940846		0.3 ms

		2024-03-27 02:20:23.828539		-0.9 ms

		2024-03-27 03:20:27.73633		1.4 ms

		2024-03-27 04:20:29.250162		-1.7 ms

		2024-03-27 05:20:32.35488		2.1 ms

		2024-03-27 06:20:34.010842		2.4 ms

		2024-03-27 07:20:35.477765		2.3 ms

		2024-03-27 08:20:37.159825		1.2 ms

		2024-03-27 09:20:39.00146		2.2 ms

		2024-03-27 10:20:41.133307		-0.6 ms

		2024-03-27 11:20:42.799724		2.7 ms

		2024-03-27 12:20:44.535358		1.2 ms

		2024-03-27 13:20:46.137131		-1.1 ms

		2024-03-27 14:20:48.183454		1.1 ms

		2024-03-27 15:20:49.786869		-0.6 ms

		2024-03-27 16:20:52.41064		-0.2 ms

		2024-03-27 17:20:55.690902		2.2 ms

		2024-03-27 18:20:58.115354		1.6 ms

		2024-03-27 19:20:59.626743		1.7 ms

		2024-03-27 20:21:02.133691		-0.8 ms

		2024-03-27 21:21:04.663566		-0.7 ms

		2024-03-27 22:21:06.641644		-1.2 ms

		2024-03-27 23:21:08.928039		-2.1 ms

		2024-03-28 00:21:10.562769		-1.4 ms

		2024-03-28 01:21:12.813862		-2.3 ms

		2024-03-28 02:21:15.588859		0.8 ms

		2024-03-28 03:21:18.323038		-0.8 ms

		2024-03-28 04:21:20.118883		-0.6 ms

		2024-03-28 05:21:21.545699		-1.2 ms

		2024-03-28 06:21:23.467362		0.9 ms

		2024-03-28 07:21:24.908297		0.1 ms

		2024-03-28 08:21:26.695339		1.8 ms

		2024-03-28 09:21:28.329031		2.6 ms

		2024-03-28 10:21:30.264781		1.3 ms

		2024-03-28 11:21:32.183805		0.1 ms

		2024-03-28 12:21:34.28227		-0.7 ms

		2024-03-28 13:21:36.384414		1.0 ms

		2024-03-28 14:21:38.363361		1.5 ms

		2024-03-28 15:21:40.777729		2.8 ms

		2024-03-28 16:21:42.620283		0.5 ms

		2024-03-28 17:21:45.329024		0.0 ms

		2024-03-28 18:21:47.396568		-1.7 ms

		2024-03-28 19:21:50.156379		-2.0 ms

		2024-03-28 20:21:52.433288		-2.9 ms

		2024-03-28 21:21:54.533937		-7.8 ms

		2024-03-28 22:21:56.150656		-0.6 ms

		2024-03-28 23:21:58.372045		-1.0 ms

		2024-03-29 00:22:00.355389		0.8 ms

		2024-03-29 01:22:02.940907		-1.2 ms

		2024-03-29 02:22:04.70422		-0.5 ms

		2024-03-29 03:22:07.482002		0.9 ms

		2024-03-29 04:22:09.707524		1.5 ms

		2024-03-29 05:22:12.222575		1.2 ms

		2024-03-29 06:22:16.328889		-0.5 ms

		2024-03-29 07:22:19.782431		0.5 ms

		2024-03-29 08:22:21.788782		2.0 ms

		2024-03-29 09:22:23.461719		2.1 ms

		2024-03-29 10:22:25.508955		0.3 ms

		2024-03-29 11:22:27.226658		2.0 ms

		2024-03-29 12:22:29.141699		1.3 ms

		2024-03-29 13:22:30.697699		0.5 ms

		2024-03-29 14:22:32.536242		-0.7 ms

		2024-03-29 15:22:34.205671		2.1 ms

		2024-03-29 16:22:36.377215		2.5 ms

		2024-03-29 17:22:39.033526		-0.1 ms

		2024-03-29 18:22:40.736685		-1.7 ms

		2024-03-29 19:22:42.639805		-0.5 ms

		2024-03-29 20:22:44.326238		-2.7 ms

		2024-03-29 21:22:45.965422		-2.3 ms

		2024-03-29 22:22:48.380663		0.7 ms

		2024-03-29 23:22:51.360724		-1.0 ms

		2024-03-30 00:22:53.329284		0.4 ms

		2024-03-30 01:22:55.431153		-0.4 ms

		2024-03-30 02:22:58.05641		-1.4 ms

		2024-03-30 03:23:01.545432		0.0 ms

		2024-03-30 04:23:04.285407		1.9 ms

		2024-03-30 05:23:06.671741		-1.2 ms

		2024-03-30 06:23:08.633336		-0.6 ms

		2024-03-30 07:23:10.711042		-1.1 ms

		2024-03-30 08:23:12.857425		1.1 ms

		2024-03-30 09:23:14.839727		2.3 ms

		2024-03-30 10:23:16.455657		1.6 ms

		2024-03-30 11:23:17.964316		1.7 ms

		2024-03-30 12:23:22.143154		-0.7 ms

		2024-03-30 13:23:23.687364		-0.9 ms

		2024-03-30 14:23:26.891814		-0.5 ms

		2024-03-30 15:23:29.356692		1.3 ms

		2024-03-30 16:23:31.140746		0.5 ms

		2024-03-30 17:23:32.874508		0.1 ms

		2024-03-30 18:23:34.80027		-1.3 ms

		2024-03-30 19:23:36.481274		0.1 ms

		2024-03-30 20:23:38.585684		-1.3 ms

		2024-03-30 21:23:40.879425		-1.9 ms

		2024-03-30 22:23:42.425665		-1.0 ms

		2024-03-30 23:23:45.229675		-1.5 ms

		2024-03-31 00:23:46.84985		1.5 ms

		2024-03-31 01:23:48.924681		-2.0 ms

		2024-03-31 02:23:51.09736		0.1 ms

		2024-03-31 03:23:53.709591		1.0 ms

		2024-03-31 04:23:56.804906		2.0 ms

		2024-03-31 05:23:59.974023		1.6 ms

		2024-03-31 06:24:02.537274		0.7 ms

		2024-03-31 07:24:04.337092		-1.0 ms

		2024-03-31 08:24:06.16904		0.8 ms

		2024-03-31 09:24:07.845462		1.4 ms

		2024-03-31 10:24:09.675228		2.3 ms

		2024-03-31 11:24:11.766229		2.4 ms

		2024-03-31 12:24:14.338357		0.5 ms

		2024-03-31 13:24:18.149732		1.9 ms

		2024-03-31 14:24:19.565024		0.5 ms

		2024-03-31 15:24:22.346311		1.4 ms

		2024-03-31 16:24:24.252816		-1.0 ms

		2024-03-31 17:24:26.255152		-0.1 ms

		2024-03-31 18:24:28.462862		-2.7 ms

		2024-03-31 19:24:31.382921		-1.6 ms

		2024-03-31 20:24:33.21712		-1.3 ms

		2024-03-31 21:24:36.314012		-1.7 ms

		2024-03-31 22:24:38.654175		0.8 ms

		2024-03-31 23:24:41.134795		-0.2 ms

		2024-04-01 00:24:43.538827		-0.7 ms

		2024-04-01 01:24:46.53656		-3.0 ms

		2024-04-01 02:24:48.553826		-0.9 ms

		2024-04-01 03:24:50.735178		-1.3 ms

		2024-04-01 04:24:53.29369		0.8 ms

		2024-04-01 05:24:55.405174		-0.1 ms

		2024-04-01 06:24:58.314587		1.8 ms

		2024-04-01 07:25:00.958236		2.5 ms

		2024-04-01 08:25:02.620686		1.3 ms

		2024-04-01 09:25:04.512005		-0.6 ms

		2024-04-01 10:25:06.578492		1.1 ms

		2024-04-01 11:25:08.395042		-0.6 ms

		2024-04-01 12:25:10.730295		0.5 ms

		2024-04-01 13:25:12.610127		0.4 ms

		2024-04-01 14:25:14.568094		-0.7 ms

		2024-04-01 15:25:16.461653		-0.3 ms

		2024-04-01 16:25:19.542325		-0.2 ms

		2024-04-01 17:25:22.082416		1.7 ms

		2024-04-01 18:25:23.605591		-0.1 ms

		2024-04-01 19:25:25.395416		0.2 ms

		2024-04-01 20:25:27.910118		0.5 ms

		2024-04-01 21:25:30.875121		-0.8 ms

		2024-04-01 22:25:32.726527		-1.8 ms

		2024-04-01 23:25:34.730303		-1.9 ms

		2024-04-02 00:25:36.258319		-1.4 ms

		2024-04-02 01:25:40.530509		-1.4 ms

		2024-04-02 02:25:42.96324		-0.6 ms

		2024-04-02 03:25:46.238416		2.0 ms

		2024-04-02 04:25:49.464447		1.4 ms

		2024-04-02 05:25:53.55124		2.1 ms

		2024-04-02 06:25:56.115518		-0.7 ms

		2024-04-02 07:25:58.265475		-0.7 ms

		2024-04-02 08:25:59.867775		0.9 ms

		2024-04-02 09:26:01.364663		0.6 ms

		2024-04-02 10:26:03.349984		4.9 ms

		2024-04-02 11:26:05.61985		1.5 ms

		2024-04-02 12:26:08.136907		6.3 ms

		2024-04-02 13:26:09.651467		7.0 ms

		2024-04-02 14:26:11.264517		0.7 ms

		2024-04-02 15:26:13.97874		0.1 ms

		2024-04-02 16:26:16.069241		-0.1 ms

		2024-04-02 17:26:17.832232		-1.6 ms

		2024-04-02 18:26:20.786683		-0.2 ms

		2024-04-02 19:26:22.928523		-1.1 ms

		2024-04-02 20:26:24.936902		-1.6 ms

		2024-04-02 21:26:26.94687		-0.6 ms

		2024-04-02 22:26:28.809285		-1.3 ms

		2024-04-02 23:26:30.606087		-1.0 ms

		2024-04-03 00:26:33.1705		-2.1 ms

		2024-04-03 01:26:36.358749		0.9 ms

		2024-04-03 02:26:39.824786		0.9 ms

		2024-04-03 03:26:41.930168		0.8 ms

		2024-04-03 04:26:44.273787		0.3 ms

		2024-04-03 05:26:45.911481		-1.2 ms

		2024-04-03 06:26:47.564006		0.3 ms

		2024-04-03 07:26:49.836589		-0.1 ms

		2024-04-03 08:26:51.32055		2.1 ms

		2024-04-03 09:26:53.861817		-0.1 ms

		2024-04-03 10:26:56.301767		1.4 ms

		2024-04-03 11:26:58.001817		1.2 ms

		2024-04-03 12:26:59.484006		1.8 ms

		2024-04-03 13:27:01.613451		2.2 ms

		2024-04-03 14:27:03.444255		0.3 ms

		2024-04-03 15:27:05.987845		-2.0 ms

		2024-04-03 16:27:08.491479		1.1 ms

		2024-04-03 17:27:11.479513		-0.7 ms

		2024-04-03 18:27:13.267943		0.4 ms

		2024-04-03 19:27:14.92782		-0.6 ms

		2024-04-03 20:27:17.913021		0.5 ms

		2024-04-03 21:27:20.755173		0.7 ms

		2024-04-03 22:27:22.531201		0.0 ms

		2024-04-03 23:27:24.463002		-2.5 ms

		2024-04-04 00:27:26.807205		0.9 ms

		2024-04-04 01:27:30.73718		1.1 ms

		2024-04-04 02:27:33.347018		-1.5 ms

		2024-04-04 03:27:35.019437		-0.1 ms

		2024-04-04 04:27:38.064258		-0.9 ms

		2024-04-04 05:27:41.058872		-1.3 ms

		2024-04-04 06:27:43.011795		-0.2 ms

		2024-04-04 07:27:44.546727		1.8 ms

		2024-04-04 08:27:47.6108		3.4 ms

		2024-04-04 09:27:51.62769		-1.1 ms

		2024-04-04 10:27:54.38189		2.0 ms

		2024-04-04 11:27:55.942211		-0.3 ms

		2024-04-04 12:27:58.916971		-0.4 ms

		2024-04-04 13:28:01.485072		-1.9 ms

		2024-04-04 14:28:03.386835		1.4 ms

		2024-04-04 15:28:05.627746		-1.3 ms

		2024-04-04 16:28:09.501685		0.5 ms

		2024-04-04 17:28:13.400579		-1.3 ms

		2024-04-04 18:28:17.715556		0.6 ms

		2024-04-04 19:28:19.704564		-1.4 ms

		2024-04-04 20:28:22.060378		-0.8 ms

		2024-04-04 21:28:24.536223		-4.5 ms

		2024-04-04 22:28:28.248937		2.6 ms

		2024-04-04 23:28:30.683543		-0.2 ms

		2024-04-05 00:28:33.206234		-1.2 ms

		2024-04-05 01:28:35.086998		2.1 ms

		2024-04-05 02:28:39.356589		-0.9 ms

		2024-04-05 03:28:42.881201		0.9 ms

		2024-04-05 04:28:44.786442		1.5 ms

		2024-04-05 05:28:47.293695		1.4 ms

		2024-04-05 06:28:49.552282		2.6 ms

		2024-04-05 07:28:52.38832		2.8 ms

		2024-04-05 08:28:54.497617		1.8 ms

		2024-04-05 09:28:56.229753		3.0 ms

		2024-04-05 10:28:58.093262		2.6 ms

		2024-04-05 11:28:59.677721		-0.2 ms

		2024-04-05 12:29:02.29763		-0.6 ms

		2024-04-05 13:29:05.242586		0.1 ms

		2024-04-05 14:29:07.83549		2.6 ms

		2024-04-05 15:29:09.691682		2.4 ms

		2024-04-05 16:29:12.516511		0.6 ms

		2024-04-05 17:29:14.875151		1.8 ms

		2024-04-05 18:29:16.42983		1.1 ms

		2024-04-05 19:29:19.512765		-1.0 ms

		2024-04-05 20:29:21.734783		0.4 ms

		2024-04-05 21:29:23.286292		0.4 ms

		2024-04-05 22:29:25.406099		1.2 ms

		2024-04-05 23:29:28.049041		0.6 ms

		2024-04-06 00:29:30.028114		0.8 ms

		2024-04-06 01:29:31.98347		1.0 ms

		2024-04-06 02:29:33.661259		-0.4 ms

		2024-04-06 03:29:36.032565		1.9 ms

		2024-04-06 04:29:38.08222		-0.9 ms

		2024-04-06 05:29:39.912291		-0.9 ms

		2024-04-06 06:29:41.407036		0.0 ms

		2024-04-06 07:29:45.829629		-0.3 ms

		2024-04-06 08:29:49.713242		-1.1 ms

		2024-04-06 09:29:52.901894		-0.8 ms

		2024-04-06 10:29:55.091121		-0.4 ms

		2024-04-06 11:29:56.732752		-1.5 ms

		2024-04-06 12:29:59.770783		-0.5 ms

		2024-04-06 13:30:02.524905		-1.1 ms

		2024-04-06 14:30:04.676927		-0.7 ms

		2024-04-06 15:30:08.68753		-0.1 ms

		2024-04-06 16:30:11.01378		1.7 ms

		2024-04-06 17:30:13.593333		0.5 ms

		2024-04-06 18:30:15.743844		-1.0 ms

		2024-04-06 19:30:17.508777		-0.3 ms

		2024-04-06 20:30:21.723105		-2.2 ms

		2024-04-06 21:30:24.994269		-0.1 ms

		2024-04-06 22:30:27.524466		-2.2 ms

		2024-04-06 23:30:29.471018		-1.0 ms

		2024-04-07 00:30:32.622205		-1.8 ms

		2024-04-07 01:30:34.612981		-1.8 ms

		2024-04-07 02:30:37.149905		-0.3 ms

		2024-04-07 03:30:39.256923		1.1 ms

		2024-04-07 04:30:41.589717		-0.1 ms

		2024-04-07 05:30:44.206816		-0.2 ms

		2024-04-07 06:30:46.310061		0.1 ms

		2024-04-07 07:30:48.424772		-0.6 ms

		2024-04-07 08:30:50.340781		1.5 ms

		2024-04-07 09:30:52.410398		-0.1 ms

		2024-04-07 10:30:55.896042		0.0 ms

		2024-04-07 11:31:00.043743		-0.4 ms

		2024-04-07 12:31:02.002751		1.8 ms

		2024-04-07 13:31:03.707679		-0.5 ms

		2024-04-07 14:31:05.858718		-1.9 ms

		2024-04-07 15:31:08.330103		-0.8 ms

		2024-04-07 16:31:10.489285		1.6 ms

		2024-04-07 17:31:12.354218		0.4 ms

		2024-04-07 18:31:14.222823		-1.8 ms

		2024-04-07 19:31:16.14176		1.5 ms

		2024-04-07 20:31:18.110001		0.6 ms

		2024-04-07 21:31:21.701456		-0.1 ms

		2024-04-07 22:31:24.612389		1.7 ms

		2024-04-07 23:31:26.564097		-0.9 ms

		2024-04-08 00:31:29.739323		-1.5 ms

		2024-04-08 01:31:31.695137		-0.6 ms

		2024-04-08 02:31:34.014705		0.8 ms

		2024-04-08 03:31:36.274443		1.5 ms

		2024-04-08 04:31:38.367305		0.5 ms

		2024-04-08 05:31:39.986806		-0.2 ms

		2024-04-08 06:31:41.718024		-1.5 ms

		2024-04-08 07:31:45.478972		0.2 ms

		2024-04-08 08:31:47.313004		2.5 ms

		2024-04-08 09:31:49.009902		0.3 ms

		2024-04-08 10:31:50.777985		-0.4 ms

		2024-04-08 11:31:53.056795		0.4 ms

		2024-04-08 12:31:54.718747		-0.9 ms

		2024-04-08 13:31:56.524842		-0.3 ms

		2024-04-08 14:31:58.970196		-0.4 ms

		2024-04-08 15:32:00.428183		1.4 ms

		2024-04-08 16:32:02.876236		-1.0 ms

		2024-04-08 17:32:04.66882		-0.6 ms

		2024-04-08 18:32:06.383999		-1.3 ms

		2024-04-08 19:32:08.068908		-0.4 ms

		2024-04-08 20:32:10.999584		-1.9 ms

		2024-04-08 21:32:13.457483		-1.6 ms

		2024-04-08 22:32:15.595024		-1.1 ms

		2024-04-08 23:32:17.601039		0.4 ms

		2024-04-09 00:32:19.855199		0.4 ms

		2024-04-09 01:32:22.698317		-0.9 ms

		2024-04-09 02:32:25.632639		-0.2 ms

		2024-04-09 03:32:28.787492		2.8 ms

		2024-04-09 04:32:30.732046		-1.0 ms

		2024-04-09 05:32:34.045774		-1.4 ms

		2024-04-09 06:32:35.740681		1.0 ms

		2024-04-09 07:32:37.424865		2.9 ms

		2024-04-09 08:32:39.990008		1.6 ms

		2024-04-09 09:32:41.879006		-0.8 ms

		2024-04-09 10:32:43.888342		1.6 ms

		2024-04-09 11:32:45.987914		1.8 ms

		2024-04-09 12:32:48.27748		-2.3 ms

		2024-04-09 13:32:50.282989		-1.2 ms

		2024-04-09 14:32:51.973684		0.3 ms

		2024-04-09 15:32:54.101138		0.8 ms

		2024-04-09 16:32:57.55486		0.0 ms

		2024-04-09 17:32:59.307143		0.5 ms

		2024-04-09 18:33:01.031203		-1.5 ms

		2024-04-09 19:33:02.65018		-0.4 ms

		2024-04-09 20:33:06.021534		-0.6 ms

		2024-04-09 21:33:07.696333		-1.6 ms

		2024-04-09 22:33:09.759775		1.2 ms

		2024-04-09 23:33:12.714413		1.5 ms

		2024-04-10 00:33:15.827736		-1.5 ms

		2024-04-10 01:33:18.259057		0.2 ms

		2024-04-10 02:33:20.750812		2.9 ms

		2024-04-10 03:33:22.718481		0.5 ms

		2024-04-10 04:33:24.444619		-0.8 ms

		2024-04-10 05:33:26.155229		-1.1 ms

		2024-04-10 06:33:28.998817		2.3 ms

		2024-04-10 07:33:31.14352		0.3 ms

		2024-04-10 08:33:33.007662		0.3 ms

		2024-04-10 09:33:35.201567		0.9 ms

		2024-04-10 10:33:37.670875		0.6 ms

		2024-04-10 11:33:39.85697		-0.5 ms

		2024-04-10 12:33:42.412189		1.7 ms

		2024-04-10 13:33:44.774853		-0.3 ms

		2024-04-10 14:33:46.420218		-0.6 ms

		2024-04-10 15:33:49.321535		0.8 ms

		2024-04-10 16:33:51.670756		1.4 ms

		2024-04-10 17:33:53.528706		-1.4 ms

		2024-04-10 18:33:54.945092		1.2 ms

		2024-04-10 19:33:56.798802		-1.7 ms

		2024-04-10 20:33:59.942673		1.8 ms

		2024-04-10 21:34:02.722821		-1.6 ms

		2024-04-10 22:34:05.670546		0.8 ms

		2024-04-10 23:34:07.516773		-1.3 ms

		2024-04-11 00:34:10.44524		-1.2 ms

		2024-04-11 01:34:12.021442		-2.3 ms

		2024-04-11 02:34:13.969449		0.3 ms

		2024-04-11 03:34:16.202397		-1.6 ms

		2024-04-11 04:34:19.055659		1.7 ms

		2024-04-11 05:34:22.100473		0.3 ms

		2024-04-11 06:34:25.745728		1.0 ms

		2024-04-11 07:34:27.688733		-0.1 ms

		2024-04-11 08:34:29.650832		-0.7 ms

		2024-04-11 09:34:31.330398		1.0 ms

		2024-04-11 10:34:33.124628		-1.8 ms

		2024-04-11 11:34:34.634041		1.7 ms

		2024-04-11 12:34:36.914292		1.5 ms

		2024-04-11 13:34:39.696917		-1.2 ms

		2024-04-11 14:34:42.933933		-0.7 ms

		2024-04-11 15:34:45.483562		2.7 ms

		2024-04-11 16:34:48.444364		-2.4 ms

		2024-04-11 17:34:51.309198		-1.0 ms

		2024-04-11 18:34:53.350164		0.0 ms

		2024-04-11 19:34:57.183381		-1.6 ms

		2024-04-11 20:35:00.265096		-0.1 ms

		2024-04-11 21:35:01.829664		0.8 ms

		2024-04-11 22:35:04.487281		-2.6 ms

		2024-04-11 23:35:06.113497		-1.5 ms

		2024-04-12 00:35:07.743469		-2.3 ms

		2024-04-12 01:35:09.453325		-1.0 ms

		2024-04-12 02:35:11.662919		-1.5 ms

		2024-04-12 03:35:13.649446		-0.4 ms

		2024-04-12 04:35:15.462941		-0.7 ms

		2024-04-12 05:35:17.64268		0.1 ms

		2024-04-12 06:35:20.070998		0.6 ms

		2024-04-12 07:35:22.357665		1.6 ms

		2024-04-12 08:35:23.850097		1.1 ms

		2024-04-12 09:35:25.529331		0.7 ms

		2024-04-12 10:35:27.709246		0.0 ms

		2024-04-12 11:35:30.057817		0.0 ms

		2024-04-12 12:35:31.7715		-0.9 ms

		2024-04-12 13:35:33.30148		1.1 ms

		2024-04-12 14:35:35.950484		1.5 ms

		2024-04-12 15:35:37.873917		-1.5 ms

		2024-04-12 16:35:39.506351		-0.4 ms

		2024-04-12 17:35:41.840512		0.5 ms

		2024-04-12 18:35:43.503034		0.2 ms

		2024-04-12 19:35:47.27239		0.2 ms

		2024-04-12 20:35:49.223502		-1.6 ms

		2024-04-12 21:35:51.815158		-1.4 ms

		2024-04-12 22:35:53.666184		0.1 ms

		2024-04-12 23:35:55.470787		0.1 ms

		2024-04-13 00:35:58.533532		-1.7 ms

		2024-04-13 01:36:01.83047		1.4 ms

		2024-04-13 02:36:04.74508		-1.2 ms

		2024-04-13 03:36:08.320409		-0.1 ms

		2024-04-13 04:36:10.998426		-1.1 ms

		2024-04-13 05:36:14.906537		-0.1 ms

		2024-04-13 06:36:16.66711		1.8 ms

		2024-04-13 07:36:19.281374		1.9 ms

		2024-04-13 08:36:22.592304		-0.1 ms

		2024-04-13 09:36:24.375654		0.2 ms

		2024-04-13 10:36:25.986999		-0.2 ms

		2024-04-13 11:36:28.134845		1.9 ms

		2024-04-13 12:36:29.998777		0.3 ms

		2024-04-13 13:36:31.579198		0.8 ms

		2024-04-13 14:36:33.829613		-1.6 ms

		2024-04-13 15:36:35.4407		1.5 ms

		2024-04-13 16:36:36.948792		-1.1 ms

		2024-04-13 17:36:39.379365		0.3 ms

		2024-04-13 18:36:42.655378		-1.1 ms

		2024-04-13 19:36:44.188259		0.8 ms

		2024-04-13 20:36:46.304811		-1.4 ms

		2024-04-13 21:36:48.54253		1.0 ms

		2024-04-13 22:36:50.196098		-0.9 ms

		2024-04-13 23:36:52.527998		2.1 ms

		2024-04-14 00:36:56.282276		0.8 ms

		2024-04-14 01:36:58.767784		2.0 ms

		2024-04-14 02:37:02.543531		-1.1 ms

		2024-04-14 03:37:04.928882		-0.2 ms

		2024-04-14 04:37:07.856698		1.2 ms

		2024-04-14 05:37:09.565246		-0.5 ms

		2024-04-14 06:37:12.340329		-1.4 ms

		2024-04-14 07:37:14.304843		-0.8 ms

		2024-04-14 08:37:16.728395		-0.4 ms

		2024-04-14 09:37:18.689006		3.1 ms

		2024-04-14 10:37:22.896485		0.1 ms

		2024-04-14 11:37:24.696468		1.9 ms

		2024-04-14 12:37:27.175293		0.8 ms

		2024-04-14 13:37:29.930163		1.7 ms

		2024-04-14 14:37:33.771005		-2.3 ms

		2024-04-14 15:37:35.566631		-1.5 ms

		2024-04-14 16:37:37.143297		0.1 ms

		2024-04-14 17:37:39.381463		1.1 ms

		2024-04-14 18:37:42.396966		-0.4 ms

		2024-04-14 19:37:44.007791		-0.6 ms

		2024-04-14 20:37:46.07538		-0.8 ms

		2024-04-14 21:37:49.349424		-0.5 ms

		2024-04-14 22:37:51.182899		-1.6 ms

		2024-04-14 23:37:54.662976		-1.5 ms

		2024-04-15 00:37:57.649023		1.0 ms

		2024-04-15 01:38:00.699202		-0.9 ms

		2024-04-15 02:38:04.898432		-0.5 ms

		2024-04-15 03:38:06.444161		-1.2 ms

		2024-04-15 04:38:08.096421		-0.4 ms

		2024-04-15 05:38:09.723222		-0.5 ms

		2024-04-15 06:38:11.727125		1.5 ms

		2024-04-15 07:38:13.219947		1.7 ms

		2024-04-15 08:38:14.827118		-0.7 ms






Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.

		Time		IP		Event

		2024-04-11 21:04:23.947 UTC		94.254.63.245		Kjell Olsson (KO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-05 10:14:08 UTC.

		2024-04-12 05:50:47.347 UTC		217.31.161.169		Rebeka Bereczky Veress (RBV) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-12 05:51:14.007 UTC		217.31.161.169		Rebeka Bereczky Veress (RBV) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-05 10:14:08 UTC.

		2024-04-12 06:14:30.737 UTC		92.32.97.118		Lotta Gustavsson (LG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-12 06:14:54.272 UTC		92.32.97.118		Lotta Gustavsson (LG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-05 10:14:08 UTC.

		2024-04-12 06:28:08.693 UTC		78.69.51.178		Anna Jörnvi (AJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-12 06:28:31.818 UTC		78.69.51.178		Anna Jörnvi (AJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-05 10:14:08 UTC.

		2024-04-12 06:42:38.196 UTC		84.217.87.205		Clara Svensson (CS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-12 06:43:02.085 UTC		84.217.87.205		Clara Svensson (CS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-05 10:14:08 UTC.

		2024-04-12 07:38:56.186 UTC		83.252.230.91		Amanda Weimar (AW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-12 07:39:09.974 UTC		83.252.230.91		Amanda Weimar (AW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-05 10:14:08 UTC.

		2024-04-12 09:32:39.511 UTC		90.141.7.151		Matilda Fyrqvist (MF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-12 09:33:05.807 UTC		90.141.7.151		Matilda Fyrqvist (MF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-05 10:14:08 UTC.

		2024-04-14 16:19:52.684 UTC		176.10.201.244		Anne-Li Bjärneryd (AB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-14 16:20:15.041 UTC		176.10.201.244		Anne-Li Bjärneryd (AB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-05 10:14:08 UTC.

		2024-04-15 09:24:08.09 UTC		94.194.102.237		Sophie Rodebjer Cairns (SRC) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2024-04-15 09:24:32.157 UTC		94.194.102.237		Sophie Rodebjer Cairns (SRC) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-05 10:14:08 UTC.







